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Introduction

This guide is intended as a tool to assist customers deploying the Check Point
VPN-1® NG FP-1 with Entrust products.
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Revision History

This integration guide has gone through revisions and it is important to know and
understand the different revisions that have occurred. Below is a list of the revisions and
the changes that have been made to the guide.

Revision Date Description
1.1 June 2002 Original release.
1.2 May 20, 2003 The information about anonymous

the anonymous read access in
Active Directory clarified. ALso
revision history added.

Audience

The intended target audience is technically oriented and tasked with getting the
products up and running. The document assumes the reader has access to relevant
documentation from both Entrust and Check Point and is able to perform a basic
installation of both products.

Purpose

This document will focus on the integration points between Entrust and Check Point
products. The primary goal is to establish a secure VPN connection between a Check
Point VPN-1 SecuRemote Client and the VPN-1 NG FP-1 using digital certificates for
authentication and access control. The resulting configuration is suitable for developing
familiarity with the operation of Entrust software with the VPN-1 NG FP-1. It is also
intended to serve as a baseline from which a configuration suited to the customer's
environment can be tailored for production usage.

General Information on Naming
Conventions
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In conjunction with the name change from Entrust Technologies Inc. to Entrust, Inc. the
names of Entrust software has changed. Throughout this guide reference will be made
to the new naming conventions. However when using older material you may see
references to the older naming conventions. This section will act as a partial guide to

assist you in this.

Sample Naming Convention - Entrust

Old Product Name

New Product

Name First Occurence

New Product Name

Subsequent Occurences

Entrust/Authority Entrust Authority™ Security Security Manager
Manager

Entrust/RA Entrust Authority™ Security Security Manager Administration
Manager Administration

Entrust/Master Control Entrust Authority™ Security Security Manager Control

Manager Control

Entrust/VPN Connector

Entrust Authority™ Enrollment
Server for VPN

Enrollment Server for VPN

Entrust/AutoRA

Entrust Authority™
Self-Administration Server

Self-Administration Server

Entrust/Entelligence

Entrust Entelligence™ Desktop
Manager

Desktop Manager

Entrust/Desktop Designer

Entrust Entelligence™ Installation
Designer

Installation Designer

Sample Naming Convention - Check Point

First Occurence

Subsequent Occurences

CHAPTER 1
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Check Point VPN-1® NG FP-1

VPN-1 NG FP-1

VPN-1® SecuRemote™

VPN-1 SecuRemote

Architecture

The architecture is straightforward, as shown in the following diagram:

Topology

External
Public Network

Entrust Entelligence™ CheckPaoint Firewall

Desktop Manager 6.0 VPN-1 NG FP-1

Internet 3

CheckPoint
SecuRemote
NG FP-1

Encrypted Tunnel

The elements of the architecture are:

. Check Point VPN-1 NG FP-1

Internal
Private Network

Entrust Server

Entrust
Authority™
Security
Manager 6.0

SEP/CMP

Entrust
Authority™
Enrollment
Server for
VPN

The Firewall Gateway PC. As part of this exercise the reader will configure network
objects for Entrust, and install a digital certificate.

o Check Point VPN-1 SecuRemote NG FP-1 Client and Entrust Entelligence™

Desktop Manager 6.0
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The VPN client PC. As part of this exercise the reader will create and install Check Point
and Entrust® software packages. The reader will also obtain a digital certificate for the
client.

. Entrust Server

This PC is used to issue and manage digital certificates for both the VPN-1 firewall and
the VPN-1 client. Software on this machine includes: Entrust Authority™ Security
Manager 6.0, Microsoft Active directory as a stand alone LDAP repository, and an
Informix database.

For production systems the Entrust Authority™ Enrollment Server for VPN should not
be installed on the same machine as the Security Manager. This document describes a
system with both products installed on the same machine. For lab environments this
configuration is adequate.

CHAPTER 1
Introduction
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Preparation

The following sections describe pre-requisites and preparations for installation
and configuration.

CHAPTER 2 13
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System and Software Requirements

Installing the system components requires certain minimum hardware and software
configuration steps on dedicated machines.

Consistent time and dates across all devices and PCs is essential. Certificate
authorization and revocation information validity is partially based on system time and
date. Different time zones between clients and server are not affected as long as those
time zones are configured correctly.

Entrust server
For simplicity and cost effectiveness a single machine running Windows 2000 Server will
host all infrastructure software, including Security Manager, Enroliment Server for VPN,

Microsoft Active Directory, and Informix database.

System requirements for this machine are:

128 Mbytes of RAM

o Pentium 300 or better

o One 2X or faster CD-ROM drive
o TCP/IP stack installed

o 10 Gbyte Hard Drive

e 2 Hard Drive partitions formatted as NTFS

Software requirements for this machine are:
o Windows 2000 Server and Service Pack 1
. Security Manager 6.0

o Microsoft Active Directory

Refer to the release notes for the Security Manager 6.0 that reference useful
information on various documents that can be used in assisting you in installing and
configuring the Security Manager.

14 CHAPTER 2
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The following information documents system specifications used during testing.
Please refer to Check Point documentation for current supported platforms and
minimum system requirements.

The following system specifications were used for both the Management Console and
VPN/Firewall-1 modules.

o Operating System - Windows 2000 Server Service Pack 1 and Nokia 300
Appliance Hardware with IPSO 3.4.2

e Disk Space - 40 Mbytes

o Memory - 128 Mbytes

The following system specifications were used for the VPN-1 NG FP-1 GUI (Check
Point VPN-1 SecuRemote NG FP-1) client:

o Operating System - Windows 2000 Professional and Service Pack 1
o Disk space - 40 Mbytes

o Memory - 128 Mbytes

o Check Point VPN-1 SecuRemote NG FP-1 (build 51057) client

o Desktop Manager 6.0

Enrollment Server for VPN machine

The following system specifications were used for the Enrollment Server for VPN.
o Operating System - Windows 2000 Server and Service Pack 1

e  Disk Space - 10 Mbytes

o Memory - 128 Mbytes

. Enrollment Server for VPN 6.0

CHAPTER 2
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[Note: Please refer to the various release notes or install guides for the software being
installed for the latest on OS and system requirements. The URL to find the release
notes of Check Point NG FP-1 is http://www.Check
Point.com/support/technical/documents/docs_ngfp1.html (Remember username and
password will be required)]

Information on Check Point NG FP-1 for Nokia Appliance Hardware can be found at
http://www.Check Point.com/support/technical/documents/docs_nokia.html
(Username and password required).

User Administration Skill

It is assumed that the installer and administrator is an experienced system administrator
or network administrator with appropriate education and training, who knows how to
install, configure, and manage basic internetworking systems.

Familiarity with the basic concepts of PKI is a requirement for this configuration. Step by
step instructions include basic configuration of the VPN-1 NG FP-1 but it would be
beneficial to have read and understood the documentation provided with the Check
Point Software. Also a familiarity with the software would be an asset.

A familiarity with Windows 2000 system configuration and management is a must.

Installation Environment

For simplicity of this exercise the three machines used are directly connected. While this
does not reflect a normally routed Internet and/or enterprise network, it is sufficient to
demonstrate the concepts and operations involved when using digital certificates.

A Security Manager infrastructure consists of 3 major support systems:

An LDAP Directory is used by Security Manager to store public certificate information
for client and server public access. Encryption certificates, certificate revocation lists and
policy certificates are all publicly hosted through this support system.

While this guide documents the use of Microsoft Active Directory, Entrust® Software
support other Directory products. Current Entrust-Ready information is found on the
Entrust Partner Solutions web site. (http://www.entrust.com/partners/)

Informix database

A relational database is used by Security Manager to store information about Entrust
users and the infrastructure. This data is encrypted.

CHAPTER 2
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Security Manager and Entrust Authority™ Security Manager Administration

Security Manager is the Certification Authority of the system. Its main functions are to
create, manage and enforce user certificates and policies.

Security Manager Administration is the graphical interface to the Security Manager
system. It is used by Security Officers and Administrators to create, manage and
configure the Security Manager.

Additional support systems include:
Desktop Manager

Desktop Manager works with Security Manager to automate key management for
clients transparently. Client keys and certificates are stored in an Entrust key store called
an Entrust digital ID. Desktop Manager can encrypt, decrypt, sign and verify secure
data with the keys and certificates stored in the client Entrust digital ID.

Enrollment Server for VPN

Enrollment Server for VPN is an extension of the Security Manager. It lets you issue
certificates to virtual private network (VPN) devices such as routers, gateways and
firewalls that use PKCS#10 or Simple Certificate Enroliment Protocol (SCEP).

Note: Entrust does not recommend or support the use of Check Point's 'Entrust/PKI'
enrollment feature within Check Point VPN-1 NG. This feature is built using an Entrust
Toolkit which is no longer supported. The use of Entrust Authority Enrollment Server for
VPN 6.0 with Check Point's 'OPSEC PKI' feature is the recommended and supported
enrollment method for Check Point VPN-1 NG.

Note: For more information on setting up the Security Manager refer to the guides
that come with the software and additional information located on the Entrust web
site at https://www.entrust.com/support/ (Username and password are required).
Refer to the Appendix at the back of the document for additional reference material.

Modifying the Entrust.ini file

When using VPN-1 NG FP-1 and Microsoft Active Directory with Security Manager 6.0
there are some minor modifications that are required to the entrust.ini file used by the
VPN-1 SecuRemote client.

Active Directory makes extensive use of Domain Components (DC) attribute. Make the
following changes in the entrust.ini to add support for DC.

1 Get a copy of the entrust.ini file from the Security Manager machine. (In this

CHAPTER 2
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environment it will be located in the WINNT directory of that machine)
Open the entrust.ini file in a text editor, for example Notepad.

The following sections already exist. You will need to add the bottom line of each
section so the three sections look like the following.

[OIDAlias]

; AliasName=AlgName
domainComponent=dc

[OIDTable]

; AlgName=Numeric Object Identifier
dc=0.9.2342.19200300.100.1.25
[X500AttrSyntax]

; X500AttributeType=X500SyntaxName

dc=IA5StringSyntax

VPN-1 NG FP-1 and VPN-1 SecuRemote requires that FIPS Mode operation is disabled
(see Troubleshooting guide for details). To do this:

In the same entrust.ini file locate the section at the end of the file while opened in
a text editor.

[FIPS Model]

FipsMode=1

To turn FIPS mode check off simply change the value of FipsMode from 1 to 0.
[FIPS Mode]

FipsMode=0

Now save the entrust.ini file and then distribute it to the VPN-1 SecuRemote
users.

Note that Entrust does not recommend turning off FIPS Mode for the entrust.ini

CHAPTER 2
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file used by the Security Manager.

Windows 2000 Client Setup

In this setup the VPN-1 SecuRemote client will need to be able to:
o Log into the Domain where the Security Manager is located OR

o You will need to enable "anonymous bind" in Active Directory.

This will allow the user to use Entelligence to update the user's keys. If neither is set
then the user will be able to search the directory and see their entry, but will not be able
to see their own certificate. Since Entelligence and Security Manager use the absence of
the user's certificate in the directory to flag the Change DN state, Entelligence will start
a change DN session with Security Manager. Since the user is not really in a change DN
state, Security Manager will reject the attempt and Entelligence will return the following
error to the user: "(-11530) Client was expecting a DN change but new certificate from
CA did not contain a DN change"

Note: This occurs with a Windows 2000 client with Microsoft Active Directory.

Your company's security policy and system architecture will dictate which of the
following methods is most suitable.

Method A - Logging into the Domain

In order to accomplish this you may need to open up some ports on the firewall. These
ports include:

1 Kerberos (UDP port 88): the FireWall-1 Kerberos port has a different port; create a
new UDP service

2 NetBIOS traffic: a predefined NBT group with nbdatagram, nbname, and
nbsession

3 LDAP for Active Directory usage: the predefined LDAP service TCP port 389
4 NTP: UDP port 123; the predefined service ntp-udp

5  TCP: port 135. The clients contact the Domain Controller on this port, then
receive a random high port in the back connection

CHAPTER 2
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However it should be noted that this would expose these ports on your firewall. There
are ways of doing this securely that can be found on the Check Point site. The URL to
the Check Point SecureKnowledge is https://support.Check Point.com. Note you are
required to have a username and password.

Method B - Using Anonymous Bind on the Active Directory

In testing this VPN Solution we enable the anonymous bind in Microsoft Active
Directory for the CA Entry in order for the Gateways to communicate to the directory to
fetch CRLs. However you should look at the security issues if you plan to open up the
Active Directory in this manner.

When you configured the Microsoft Active Directory with Entrust you ran a program
called "entadconfig.exe". When you ran this program there is a screen called "Grant
Anonymous Read Access" displayed in the wizard. One of the options is:

"Grant anonymous read access to the CA Entry and all its sub-entries."

It is this selection which gives the gateway anonymous read access to the CA Entry in
which the CRL is contained.

Also on this screen is the option to allow anonymous read access to user, and computer
entries. This did not need to be selected. This option has broader implications than the
first option, mainly because it's a permission inherited throughout the domain. If you're
using applications that can't use NTLM or Kerberos, and these applications don't
require access to public key information, Entrust recommends you not select Grant
anonymous read access to user, contact and computer entries in Active Directory.

NOTE: Refer to the Check Point and Entrust web sites for updates on integration with
Active Directory.

CHAPTER 2
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Configuring the VPN-1 NG
FP-1 for use with Entrust
Products

This section will explain the configuration required for the VPN-1 NG FP-1 in
order for it to work with Entrust products.

CHAPTER 3 21
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Introduction

There are basically 5 steps to the entire process.

1 Make sure there is proper network connectivity between the firewall to the
Security Manager, LDAP Directory, and the Secure Remote client machines. You
can do this by pinging each of the machines on each end to the other machine,
and then vice versa.

2 Installation of the Entrust Authority Security Manager and Enrollment Server for
VPN products and an LDAP server. Make sure that users can be added and that
they can be initialized through client software such as Entelligence or VPN-1
SecuRemote. Also you will need to make sure the following is applied:

- When configuring your cryptographic information, make sure that your
"Certification Authority Key Pair Algorithm" is set to one of the RSA
options. Do not select the DSA algorithm.

- The directory must be able to handle the LDAPV2 protocol.

Note: Entrust does not recommend or support the use of Check Point's
'Entrust/PKI' enrollment feature within Check Point VPN-1 NG. This feature is
built using an Entrust Toolkit which is no longer supported. The use of Entrust
Authority Enrollment Server for VPN 6.0 with Check Point's 'OPSEC PKI' feature
is the recommended and supported enrollment method for Check Point VPN-1
NG.

3 Installation of the VPN-1 NG Firewall and check for its functionality.

4 Installation of the Secure Remote Client and check for its functionality. You will
need a copy of the entrust.ini file, and a digital ID either created on the Secure
Remote client side, or the Security Manager Administration.

5  Testing the connection using the Secure Remote client and having that user
authenticate to the firewall.

[Note: Whenever you make changes to the information on the VPN-1 NG FP-1 you
will need to re-install the policy by selecting from the menu bar Policy > Install. Then
select which target you would like to install the policy to. You will then see a status of
the install in which it should come back successful.]

Check Point NG FP-1 Docs

22 CHAPTER 3
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General Guides -
http://www.checkpoint.com/support/technical/documents/docs_ngfp1.html

Nokia Appliance Hardware Platform -
http://www.checkpoint.com/support/technical/documents/docs_nokia.html

Security Manager 6.0 Docs

https://www.entrust.com/support/documentation/product_docs.cfm?folderiD=495

Modifying Entrust-CA Service on
Firewall

You will need to create this because VPN-1 does not know about the 6.0 PKI
PKIX-CMP tcp protocol of port 829. This is useful in case you are to limit specific service
access to clients and will include the Entrust-CA service in this rule. The steps for
creating this are as follows:

1 From the Firewall policy editor screen menu bar select Manage and then Services.

2 In the Services window, select on New and then select TCP from the drop down
menu.
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3 Enterin a name for this service such as PKIX-CMP and then enter the port of 829,
and select OK to finish. (Note: The names for the various objects cannot contain a
whitespace. Therefore if you need to seperate words in the name then use "-" or

_", such as the example above).

Creating PKIX Service in VPN-1 NG FP-1

TCP Service Properties - PEDX-CHP e |

General I

Mame:  [PEIECMP

Ciomment: |

Cidor; Iil
Be  FE o

T o spealy & port 12nge, add & byphen belween the
lowesst and e highest port numbers, lor exampls Acvanced...
4455

[ ok | coes | Hew |

Once this is done you will have to add this service to the Entrust-CA service. The steps
for creating this are as follows:

1 Scroll down the Services window and select the service for Entrust-CA. Then select
Edit.

2 Scroll down the list of Services and find the PKIX-CMP service you created above,
and add this to the group Entrust-CA and select OK to finish.
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3 Select Close to Finish.

Adding PKIX Service to the Entrust-CA Service

Group Properties - Entrust-C |

W ame: |!-'.'1I|u.'.l-r_.l'-‘:

Convmerk [i nlivst Gl Seices

Coce [ - P

Mot in Group: In Grosp:
0 acAPYEHERE-2tst A TCT Endrisst-A0imn
5 porisd Add L5 Emrust-keyfiom

5] peTELECOMMUTE

TEE pcTELECOMMUTE-FlnSy Sl '
LLEA P01 CH
155 pointcest
[ pop-2
1 o3

=] PRTP =]

P,

Corcel | Hep |

Creating Certificate Authority Server
Object

You need to define the Certificate Authority (CA) on the firewall. This will be needed to
enroll the firewall certificate later, and to also hold the CA certificate.

OPSEC Enrollment Method
The main difference in this enrollment method, compared to the PKIX-CMP enrollment
method in previous versions of Check Point VPN-1, is the use of the Enrollment Server

for VPN to retrieve both the Firewall Certificate and the Security Manager Certificate.

To create the Certificate Authority (CA) Server Object you:

1 From the menu bar of the Policy editor, select Manage and then Servers.

CHAPTER 3
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2 Select New and then select the CA option.

3 Once the CA properties screen appears, enter the name you are going to use for
the CA Server object and then select OPSEC PKI for the CA-Type.

OPSEC CA Server Object - General

ot x|
Miame: |0 e Entist
Comrmment: ||
Codor; I- 'r|
Cailficate dulhedty | OFSEC P! *]
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Then select the OPSEC PKI tab.

OPSEC CA Server Obiject - PKI

Genaral OPSECFKI | Advanced |

Fetnews CHL Frome
[ LOWP Serees|s] (Aequras an LDAR Accourt L)
[ HTTP Sarveds)

— Certificate: - . o
Gt the Certlicate sughorty Cetificate [iom a
Ela [obtared hiem the P o Cailificate E
Augthentp ddsnetialon]
View The Castiicate, _view. |

Save Cetilicale fothonty Celilizate Lo fle
o b zari I other Fu Admiisirsiois). Eeia

o Cocel | Hep |

In this tab you will need to get the CA Certificate into the Server Object by
selecting Get. Then in the browse window you will need to browse to the location

of the CA certificate.

For the Enrollment Server for VPN the CA Certificate is located by default at
C:\Program Files\Entrust\Enrollment Server for VPN\Data\vpnconcacert.pem. If
your Enroliment Server for VPN is located on a different machine then you will
need to copy this file over.

Note: In this section you can obtain your CRL either through an LDAP Server
(which require an LDAP Account Unit) or through an HTTP Server. In this example
the LDAP Server will be used using an LDAP Account Unit configured later.

CHAPTER 3
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6  Then when you select the CA Certificate you get a screen such as the one below.
Select OK to accept the Certificate if it is the right one.

OPSEC CA Server Obiject - CA Certificate

Certificate Authority Certificabe Wiew: 3:_]

Subpet CH=Enlivel Cb, CH=080 CH=Puble key Sapdees CH=Ser o
Fswuer: CM=Ertnust CA CH=Als CH=Puble Key Serces, CH=5smic
Mok Wald Belors Mon Dez 24 031253 2001 Locs! Time
Mot Vald Adler, Fii Dec 24 0504253 2067 Local Tme
Seziad Mo 100820439732
CRL desheibifion poiis:

CR=CRL1.CH=Eninssl Ca.CH=258 TN =Fublc Ky Emjj:'
il | 3

Accepting thiz Ceilifcate Suthorty cedificate means insting 2l
Ep:ffbﬂua izsaed by thiz Certificabe Suthosby ard itz subodinabe
Yo should corsider this poird cancfuly befone pou accent this

T vedify Ehe aushenticioy of this Cerlificate Suthooiby cemilicate,
confim that itz firgespriod matches: the Coiliicate Sulbontie s
calificata’s [imgemant.
Do wou accepl this Cedtilicate Authonly
Certificate?

[ o ] Cancel |

28 CHAPTER 3
Configuring the VPN-1 NG FP-1 for use with Entrust Products



8

Then select the Advanced tab. In this tab you can select whether or not to cache
CRLs that are retrieved for validation. If not selected then it will need to fetch a

new CRL each time a certificate needs to be validated.

OPSEC CA Server Object - Advanced

Certilicate Authority Properties - DFSec. ' :

Genarel | OPSEC K] Advarced |

CAL Caching

[ Cashe CAL o the madule
1™ Felch new CAL whan expras

¥ Fetch new CAL after  [35400 s
Crtificate Authonig

™ Adows oy centificatas fom the feted branches

i | Lk Ee&ti

[ ok ] cosel | Hew |

Select OK.
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Creating CA/Directory Obiject

In order to create your Rule Base and Addressing Translations you will have to setup
various network objects. The steps for creating these objects are described in the next
few sections.

To Create the CA/Directory Object

1 From the menu bar of the Policy Editor, select Manage then select Network
Objects. In the network objects box, select New and then select Workstation. In
the General tab enter in the name for this object (ie: CA_Dir) then enter in the IP
Address for the CA/Directory server.

Entrust CA/Directory Object - General

‘Worlcstation Properties - CA_Dir = |
m General

Topalogy
T P |Ee_ma
Advanced ;
P Addiess; 192 1E2.0.30 Gt addrass | [T Dyrasic Addiess
Conmert |
Cobe [N -]
Typs: # Hasl I Gizleyay
Check Poirt Prodcts

I Check Point peoducts installed:

Wersion:  [NE Fieshuie Pack | =]

ILLI*_L

Object Mamagemert:
L M eananed b Hre b

{7 Mennged by anather Menagements

™ Imteroperable VPH Devics

[ o2 | cacad | Hew |
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Select the Topology section on the left side of the window. Select Add to enter
the name, IP Address and Subnet Mask for the CA and Directory server.

Entrust CA/Directory Obiject - Topology

‘Worlcstation Properties - CA_Dir

Gigreal

AT
Advanced

Topology

Giet Inlerfaces

Hame | IPAddess .. | Nebwod Mask ... |
E130x1 1321EB030 25525570
R Remave Show

| ooy

ACHEHTES

-t 1ellerd
=0 BRI TR

w ..

[ox | cocel | Her |
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Entrust CA/Directory Object - Topology - Interface

interface Properties |

General I

Mame: |E'|3:|-:‘-
P diddiees: 192165020
Met pagk: 255255 25501

Mote: the mbesface name rmush oty maich the
mame the operating system Laes for s inbedlace,
Sae help fiod funther ndomalion.

| 1]8 I Cancedl Heln

[Note: If your Entrust CA and LDAP Server are on different machines then you
will need to create a seperate, unique workstation object for each.]

3 Select OK to finish.

Creating Internal Network Object

You will need to define an internal Network object to act as your encryption domain.

To create the internal Network object

1 From the menu bar of the Policy Editor, select Manage and then select Network
Obijects. In the Network Objects window select New and then Network.
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2 Inthe Network Properties screen, enter a name for the object, and specify the
Network Address for the encryption domain (intranet), and the appropriate Net
Mask.

Internal Network Object - General

Hetwark Properties - Intermal_Hebmork A |

Giensral Ir.l;.'..‘[ |

MHame: rieinal Hetwok

Mebweik gediess: [192163.0.0

Met pdask: |255.255 255.0
Cammert I

ol [
Binadcast addess

¥ Included Mot included !

| 1] I Cancad Heip

3 The select OK to finish.

Modifying Firewall Object

Next you will need to modify the firewall object. If you have the Firewall Management
and the Firewall on the same machine, you will only need one. If they are on different
machines then you will have to create two. For this setup they are both on the same
machine. To create the Firewall object:
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By default the installation of VPN-1 NG FP-1 will create a Firewall object for you.

Therefore we are going to be modifying it here

The following steps show how to modify it to use Entrust. From the menu bar of the
policy editor, select on Manage then the Network Objects. Then select the Firewall

object and select Edit.

General Section

The General Section should already be configured. Refer to the diagram below for an

example.

Firewall Object - General

to use Entrust.

x
Gemeial
Topalogy
PeT feme: |ehenkpaintng
E';'f'm IP Addieas: |47.97.11.40 Gel add'eta| [T Diprizemic hddess
+ - fuheErhcalian
tanagmment Lol l
¥ Advanced Cojar: |- "rl
Type: " Hast i+ Galeyay
Chexk Port Prodicts
I [Check Fomnt praducts mcksflad
Version: |G Fesue Pack | =]
W Frahwal
w W
" TPolicp Sesver :l
Oibject Managemert _ —
L= M Enafed b s MiEns {Irkezmal]
| i
[ 0% ] caced |  Hep |
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Topology Section

1 Select the Topology Section. Here you will see the IP Addresses of the NIC cards
on the firewall. What you will need to do at this point is to make sure the "IP
Addresses behind interface" are defined.

Firewall Object - Topology

‘Waorkstation Properties - checkpoint-ng . =l

Gereeal Topology
AT ﬁﬂmf&ﬂﬁ
WFH = T
R Hame | IPAddwss . | Network Mask . | 1P Ad behind .. |

o R ELADE., 47.97.11.40 252552560 Extemal

g il ook ELADE.. 192 16E0S 52552550 Inlemal_MNebwcik,
Maragement

i Advanced

A Edi. |  Bemove Show

Strw |5 bebind Gst=wy |

YPH Dommain

AP Addiesses bard G sbeviay based on Topakagy
rbaimation

1+ Marualy Delined |J‘.L — j Hewwr.

ShowPH Domsin |

¥ Espestabls lor SesuRamateSasuellert

[0k | cocel | Her |
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2 Select the External NIC interface, and select Edit. In the Topology tab select
"External (leads out to the Internet)" and Select "Perform Anti-Spoofing based
on interface topology" to perform anti-spoofing on the interface. Then Select OK.

Firewall Object - Topology - External Interface
%
General  Topology I

Topoiogy

7 Inlemal leads Lo e loeal nelwolk]

P b cresee Defid AHis riteilacs
£ Bl Defired
i3 i etoer kot e B e st - s M et T ask
C o | =
Ardi Spocfing

[+ Paifomn &eh-Spoofing based on inleifacs lopalogs
Spoct Tracking: ™ Mane & Log © Al

[ ok | cece | Hew |
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Select the Internal NIC interface, and select Edit. In the Topology tab select
"Internal (leads to the local network)" and then select Specific in which you will
then select the Internal Network Object (Encryption Domain) that you defined
earlier in the drop down box. Also select "Perform Anti-Spoofing based on
interface topology" to perform anti-spoofing on the interface. Then Select OK.

Firewall Object - Topology - Internal Interface

interface Properties x|

General  Topology I

Topoiogy
" Evternal fleads out o the mbeinet]
 intemal leeds 1o the locel neiwark]
IP Bdioiessas behind this mleilacs:
£ Mk Defired
" Mlebwor: defined by the rbsslsce IP and Met Mask:

% Soacific ].I'L Irternal_Metwerk j

Ardi-Spoofing
[+ Paifomm &eh-Spoohing barsd on inleifacs lopalogs

Spoct Tracking: ™ Mone & Log  © Akt

[ ok ]| cwce | Hew |

Perform this also on any other interfaces that you may have if you are using more
than 2.

Then in the VPN Domain you would select Manually Defined and again select the
Internal Network Object (Encryption Domain) that you defined earlier in the drop
down box.

To have VPN-1 SecuRemote users be able to download the Topology of the
Firewall object you must select Exportable for VPN-1 SecuRemote/SecureClient,
otherwise the client will not be able to communicate to the internal network.
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VPN Section
This is the section in which you will create the Firewall's digital ID.

To generate the Firewall Digital ID using Entrust Authority Enrollment Server for VPN
6.0 (OPSEC)

1 In this section you will initialize the Entrust digital ID for the Firewall object. Under
Certificate List select Add.

2 In the Certificate Properties window enter in a Nickname for the firewall
certificate and then select the Certificate Authority you created earlier (for OPSec)
on the drop-down list. Once this is complete you will need to generate the
PKCS#10 request for the Firewall to get its certificate signed by the Security
Manager. To do this select Generate.

Generating Firewall Certificate

Ceilificate Nickname: |CA_OFssc_Ertrust
Casthicaba Craalion -
~ Kooy pail generation and sholage —

3 Shone keys of the Management sereen
™ Shore kevs on the Modide [hardwers shorags]

Ganersha |be Catficabe Fegquest Generste |
Wi [ha Cailifcaba Raguesl. e |

Giet the Certlicale fram & fls |obtarsd
liom the Cedthicabe Suthoiiy}

oF. Cancel | Help |
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Once you selected Generate you will be prompted to enter in the dn of the
firewall digital ID. It is only necessary to include the Common Name of the dn
(cn=Firewall User). When you read the request in the Enroliment Server you will
select the rest of the dn from the searchbase selected. Select OK

DN for Firewall Certificate

papy il
Gienerate Certificats x|
~ Cethizala Requatt —

Fill i ths DM &nd press OF loe the
Cerhibostie Heguesl genershon

[ |m-F'r¢vr.-|Llsnl.th-tlsl:ls.d-:-m:lL-s‘..d-:-c

1.5 | Canced |

You will then see the following displayed if successful. Select OK.

Successful Reply

[Policy Editor. El

! ': Certificate Reguest oreated successfully,

_* |
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5  Now select View on the Certificate Properties window. The complete PKCS#10
request generated by the Firewall will be displayed. Simply take this and copy it to
the clipboard (ctrl-c).

If your Enrollment Server for VPN is not located on the same machine as your
firewall's Policy Editor, then you will need to save this information to a file. Open
up a text editor and then paste the information in. Then save the file and copy this
over to the Enrollment Server for VPN machine. The extension can be left as a txt
extension.

PKCS#10 Request for Firewall Certificate

Certificate Reguest Views _ |

—-BEEGIM CERTIFICATE REQLUEST —- -
HEIEL 20RO BADE el A wE O K (22 Pl GOBGRYDY
GRYHI WSl 2dDE O MbwE0 UE daxb PMierd a8

| Z g DD O Kot MAOE B BGAD G sAMIGHAGGEAR

M 26 7 bt oML DI BHEH L 0P Lwc S pg2ebdL IO D = hl
6L Ll Dl Fed T rd RECTE E6ZpaRier pl ok reves
Prerid 75 qnonS 28D HAGE Dod A DT EaZihechlal]
redBEG gkt G5 RO UZLEXZS G e wi L S 2pipl

A AIOPAEEDCIT eF ucck+ 1188200 ?hp!hiwmﬁ?wljﬂ

¥

1] |
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Log into the Enrollment Server for VPN and then select from the menu bar
Request >> Read PKCS #10.. In this screen either paste in the request from step 5
above into the window or if you copied over the file select Browse and then select
the file then select Open. Select Next.

Reading the PKCS#10 Reply in Enrollment Server for VPN

ot ey supphs tha PECS W10 equsst sithes in a fla or you may paste tha

naque i e b bediow.
Requestin a fiz
FIE: | af LA |
Fleaest not in a file
Peate: of tppes i the PECS 1110 requess belowr
————— BEGIH CERTIFICATE REQIEST===== af

HIIBkzCE-OIBADENHREwEOTECEIni ZPy LGOBGRY DY 2 9t HRcwFOYHCZE Ini L,
GRYRZVS 0cnVedDEOHAvGAL TEA=MEVEN lontl:zEF ] ATBEGHVEAM TOIZ pow 3 Y Uz
ZXIwgZ0wD0Y IKoZlhveH AMOERE M DY e AH I GHACGEAMI - Oud Tedy wi bz C AT
W25 hy kol KUOHI9NEH 20 x 0P LucSyg el lblODal 1 2hOKRS /20 daeox H 3B
LEILKwADIFwa YqinEQRBor YEER 2 puRer+p0t ZgkwP i lnnw i KE VI EqGHp2ul
Phenl7S5qnonS2Anl 1 DHHAGEDo& AvDOY JEo L ThecHAQEFEOADg YEAhvad ro B
ned BSG kel GG/ L ROQuz LEX Zx5dG5 Ve - wHL ax 2plplUOhGAGIHd rORE 1)
dh2J0P461 2DCTITeEucckel 1ad 2pl PEyJH g 6 DN ThaITEGHES Dst¥yalcf E1
va+rSSnc+lTsaT1v10dOf 3V "uCKEiHA=

————— ENL» CERTIFICATE REQUEST———-
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7 You will then see the information displayed about the Firewall Certificate request.

Select the correct searchbase and then select Next.
Information Contained in PKCS#10 Request

FECS #10 Request Information =

[~ Coeleits

Searchbass: H

Cormman manme: [Fi‘awdansl

| Senalnumber |

| Diescnpbian: [

Subjacl sllsmas |
e

[ Firgeprintz

WD |FO-B0:T8: 7256 IEET 1 XERESCD: 25 FDE2 1 454

SHAT: !35:3?:12.-5.&FE:-!F:#.D:Eﬁ:ﬁ:EEFB:F&CﬁFMEﬂEﬁ?ﬁE:BEB‘I

e processrg this egquest
£ Uz thie cemchipss conbaned m e e est
I+ e thiz smaichbate
Jn:n:Emlu:at i enstild, cri=Puble Key Sen-i:es,un:’aa-fm,m:Eanliaulujj
[ Publich certificate bo dinecton
[ "whrap the output with PRCS:T

[ T bwdiicke o ettt 0 PECS T wnnm

il ol e

Hel
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At this point it will display the fingerprint of the certificate request to authenticate

it with the device admin to validate the request. If this is the correct one then
select Yes.

FingerPrint for PKCS#7 Reply

M5 |FI:I:E|:I:'|"E:'|".2 5B 1E:ET:13:EEESCD: 26 FD:E2-14:54

SHAT: |35:E?E'I?AE:FE:#FJ*D:I]}.‘TI:EE:FE:F&C?EFE*AE:'IE‘-‘??EE‘F'BEE-'I
Hote
Pleate veily ene of he sbeve lingeipants vtk hal cblared hiem he 1PSec

Devics Sdmenistrston, |F they match, & i 2 valid ceguest and pou map dics ez’
lo continue. Dikengise, oick To' to cancel the FY.CS 10 requees!,

e Mo
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9  You will then have the PKCS#7 reply generate on the Enrollment Server. However
at this point there is no BEGIN or END CERTIFICATE REQUEST header/footer.
Therefore it will be necessary to add these in before importing the PKCS#7 reply
into the Firewall Object. Select Save to file, and then enter the information of the

path and name for it to be saved as.

PKCS#7 Reply from Enrollment Server for VPN

PELS 10 reque=t certified.  The folovang shows the: oubpul.

MIIDADOCAz 2qiw IBAgIEPCo~IDANBgkghkiGAvlBAOUFADCE:j ETHEEGCg=S]onT
BixzkAREVAZRwbBTELMEICCgnSJon TR ixk ARKVE2VudHT 1o 30F  ATEgHVBAKTDU
brZpZ Yy VERpbd 4xETAFBgHVEANTCEN lenZpY 2V HRuwGo VIV DEXN OdW I =alHg
S2VEIFH LonZpt 2VeHlweC g Y DVOODEvHESTEXEz ARBgHYBANT Ck ¥udH] 1 c30g00Ew
HhcHHDE=H] T1IHTH1 Nz IS WheHHDC= ] T1IHTOwH= ISV EVHRNeEQYHCZIni ZPyLGOH
GRTDY 29t HRewFQYECEIni ZPy LEOBCRYHENS DonVedDEOHAWCGAIVEARHFVEN lonHx
FAUEaHYBAHTDZpen VI ze IFV2 ZE Daea Z0w DOV I KeZ T hvc HAOEEEOA DY e AM I GH
AoGHAMUTuwd Tehrvibe CACEvBE=OR2GT hy Lol ETOHI 9HEH 2Pz 0FLucSyg 2=lh
100X 2h0ERES < el b dwox B IEaVEIN1 AL L E v AD T Fvd Foln f OREcT YEEL 2 puler+pOt
ZakvPi lnnwZikE VI BaGHpulQsV=Phenl 7 SqnonS2an 1 DEHAGED 4 IBa{ CCA T w
CofDVRIPHAQDASCoHC =GR L DdEACKECKADz TuDExH I T INTHL Nz TS UoEFH ] AvlDAx
HzExODI K] LaHIHDEgRVERBEgbewabawgblggblggarkgawvaakxEz ARBgokial
b I=ZAELFgHib2 0=zFzAVBgodkialk - TeZAELZFgd IbnRyd EHOHREY wFATDVOODE LD
b2EmaldlcnFlaVauHREvDy YDV GODEvhTINT 2all lczEcHBoGAITEARNTIHY ihiG1 5
IEt 1=SETZEI 2aWH L ce ENHAnGA 1 UER=HDOT 1 BHEMw EOY DN OODEvpFbnRydZH0IEHE
HOOwCw YOVOODEw RO ke = HBEGA T UA Tu Y HBa AEEOa Td T VO= E1 S HyrelHz e fuFV Iy
MBOGALUdDg Y EBR:] SnBFVCaz Aot d < Ver i X9HAKr /2 AT EqHVHRMEA  AAMERGCSqG
SIbZfOdBAAONHAChEFY 2T ADAgSe A DGCSqGES IhID0EREOI A A4 GHAEq D1 SrATkhE
AGgAFRPO=NFRzgClEiI0n Jvnell Ll CaVd %dnhGIGEKEEI wr GHLB=00 ] a=sCoxr USE
e IFngEniSpz Hy Tvnol+FEHE “vey] Iniwlo%dHgTaizRIp?DEI Ia2ca+ HOWEF D 6q
L-llnciENzaLadlusphclVolz LZEpuslh

Sava b lis... |

cbech | Finish Cancel | Hel

Open the file in a text editor and then add
----- BEGIN CERTIFICATE REQUEST-----
to the beginning of the file and add

----- END CERTIFICATE REQUEST-----
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to the end of the file. Your file should have the same format as the example
below. Once this is done then save the file and copy it over to the Policy Editor
machine.

----- BEGA N CERTI FI CATE REQUEST- - - - -

M | D1DCCAz 2gAw BAgl EPCc/ | DANBgkghki GOwOBAQUFADCBN] ETIVBEGCgnSJ omT
8i xk ARKWA2Nv b TEXMBUGCgn8Jon8i xk ARkV\B2VudHJI 1¢3Qx Fj AUBgNVBAMI DUNv
bnZpZ3Vy YXRpb24x ETAPBgNVBAMICFNI cnZpY2Vz NRwvGg YDVQQDEX NQdW s aVWWh
S2V51 FN cnZpY2Vz MQmvCg Y DVQRDEWNBSUEX Ez ARBgNVBAMI Ck VudHI 1¢ 3Qg QOEwW
HhcNVDEXM | IMTMLNz | 5\WWhe NVDQXM | IMTQy Nz | 5V} BWWRMAVEQYKCZI mi ZPy LGB
GRYDY29t MReWFQYKCZI mi ZPy L GOBGRYHZW50c nVz d DEOVAWGALUEAX MFVXNI ¢ nivk
Fj AUBgNVBAMTDUZpc mvV3YWks | FVz ZXI wgZO0wDQYJKoZI hvc NAQEBBQADgYs AM GH
AoGBAMJ OWATs Ar wAbz CAC5vb8s ON2G7 hyt oNXUOHI9NBH ZUzxOPLwe Syg2eM_b
| QDaXj 2hQKR5/ eWb4x0xH3BaVK3NL6LLXvADI FvA7qOnf QRBcr YEE62pxRer +pCt

ZgkvPj 1nnwZi Kf YJBqGNp2uHQsVz PbvmvZ SgnonS2AmXlI DXHAgEDo4| Baj CCAWYwW
COwYDVROPBAQDAgQ CgMCs GA1Ud EACK MCKADz | WWDEXM | IMTMLNz | 5SWWEPM AWNDAX
Mz ExODI 3M | aM HDBgNVHR8EgbswgbgwgbWjgbKgga+kgawwgakxEz ARBgoJki aJ
k/ 1 sSZAEZFgN b20xFzAVBgoJki aJk/ | sZAEZFgd| bnRy dXNOMRYWFAYDVQQDEWL D
b25maWi 1c nF0aV® u MNREWDWYDVQQODEWhTZXJ 2aWNl ¢z Ec MBOGALUEAXMTUHVI bd j

| Et | eSBTZXJ2aWNl ¢z EMVA0 GALUEAX VDQUI BNRMAVEQYDVQQDEWp FbnRy dXNOI ENB
MOWCWYDVQQDEWRDUK wx VB8 GALUd | wQYMBaAFEQCal dL9VOzE15Nyr cNMzef uFVl y
VBOGA1UdDgQWBBRr J5nBFVCaz/ 064/ Ver i X9NAXr / zAJ BgNVHRVEA] AAVBK GCSqG
Sl b2f QdBAAQVIVAobBFY2Lj ADAg SWIVA0GCSqGSI b3 DQEBBQUAA4GBAEQOi 5r ATkh6
AGg/ RPQzNPNzgd 5i | nf JvneNl L1GeVd9dnh@G3XKEJwr GHLBs QQlas Coxr USZ
eMBFngKmX5pz Ny Yvmo O+FEME/ vsyJIl mXvJo9dHgTgi xRIp7DBJ| a2ca+NUUZF06q
I/11nci EMeALadlusp5cUVpMzl ZBpu3D

----- END CERTI FI CATE REQUEST- - - - -

On the Policy Editor machine with the Firewall Object's Certificate property
window opened you will need to select Get. Then browse to the location of the
PKCS#7 reply from above and select it. You will then be asked if you want to
accept this certificate. If this is the correct one then select OK.

Retrieving the PKCS#7 Reply in the Firewall

Subgect Dhl=Faewall Ul CH =Uzaiz DC=eritizt DC=com =
|zmua: CH=Enluzl Ci CH =000 CH=Publc Key Servqees )8
Mot vald Balore Tue Dec 25 065729 2001 Locel Tims
Mot Walhd A= Sat Dec 25 092729 2004 Loos] Tene
Senal Mo- 1009205024
CEL distnbition poirts:

CH=CALT.CH=Eranss CA T =414 Ch=Pubic Ke
ke Lisage:

digtalSignahae iy
a | L’J

Do pou accepl this Cedilcate ?
0% | Cancel l
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11 If there was a problem with the PKCS#7 reply (such as the begin and end
header/footer missing) you would see an error like the one below. You will need
to look at the PKCS#7 reply to make sure it is valid (with header/footer).

Error Generated by Missing Header and Footer
olicy Edite x|

\j..) Fafled bo decods certficake: Error Decoding

i

Editing IKE Properties on the VPN Section

1 You will need to select the Encryption schemes. In the section Encryption Schemes
select IKE and then select Edit under this window.

2 If you are using the Strong version of VPN-1 NG FP-1 and the VPN-1

SecuRemote then select 3DES and deselect the remaining Support key exchange
encryption with:.
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3 For the Support data integrity with: select SHA1.

Firewall Object - VPN - IKE Properties

%

Genssl I

Suppoit ke cachange encivotion #athc - — Suppoet daka irkegiioe vtk
O pes ] ™ MDE
OEE cast
HEEE ﬂ ¥ SHA]

 Suppoit auhercabon methods —

Iv Public Key Signahures Specly...
| ¥ MPHA L Figw/al authertication for SecuRemote/SecuneClient [Hybrid Mode)

Bvanced |
[ ok ] conce Help |

4 Below in Support authentication methods: select Public Key Signatures and then
select Specify to the right of this.

5  This will display the Allowed Certificates window to define which certificates to
use in IKE negotiations with a locally managed peer gateway. The options you
have are:

- The gateway can use any of its certificates — VPN-1 NG FP-1 will
automatically select a Certificate Authority.

- The gateway must use a certificate issued by this Certificate Authority —
The gateway will use certificates issued by the Certificate Authority selected
from the drop-down list.

In this example the option The gateway must use a certificate issued by this
Certificate Authority:was selected and the Entrust CA object created earlier is
selected.
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Which one you select will be determined by your setup. Once this is selected then
select OK to save.

Firewall Object - VPN - IKE - CA Property

Allpmed certificabes )
When regoliating with a locally managed pess gabeswey:
™ The gatesay can use any of 5 colficates,

(% The gabewrsy must use a cenhoste issued by e
Certilicale Suthorige

EEIERTN - |
[ | Cacel | Help

6 Select OK.

7 Select Close to finish.

What to do if You Need to Re-enroll
the Firewall Certificate

This is not required for the initial setup of the VPN-1 NG FP-1, but will be required
later.

Digital certificates expire after a pre-determined period of time - typically one to two
years depending on corporate policy. When using Check Point's OPSEC PKI feature
administrators must track certificate expiry dates and re-enroll for new certificates
before they expire. Use the Security Manager Administration or Enroliment Server for
VPN consoles to find certificates nearing expiry. To re-enroll for a new firewall
certificate:

1 Log into the Security Manager Administration and then search and find the
Firewall User created earlier.

2 Double-click on the user entry and select the Certificate List tab and check to
make sure the certificate for the firewall is revoked/expired.

3 Select OK.
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11

12

13

14

15

Log into the Policy Editor on the VPN-1 NG FP-1.
Select the firewall object that contains the certificate that you are recovering.
Select the VPN section.

Now select the certificate under the Certificate List section that belongs to the
firewall user with the Security Manager (Do not select the one for the internal
CA).

Once selected (highlighted) select Edit.
On this screen select Generate.

It will then warn you "You already have a key. Do you want to generate a new
one?", select Yes.

Another warning will display, " The generation of the certificate for the
workstation cannot be undone, unless you click Remove. Are you sure you want
to continue?", select Yes.

You will be prompted to enter in the dn of the firewall digital ID. Include the
Common Name of the dn (cn=Firewall User). Typically the Common Name of the
firewall will not change during re-enrollment. When you read the request in the
Enrollment Server you will select the rest of the dn from the searchbase selected.
Select OK.

Here you should see the response " Certificate Request created successfully".
Select OK.

Now select View on the Certificate Properties window. The complete PKCS#10
request generated by the Firewall will be displayed. Simply take this and copy it to
the clipboard (ctrl-c).

If your Enrollment Server for VPN is not located on the same machine as your
firewall's Policy Editor, then you will need to save this information to a file. Open
up a text editor and then paste the information in. Then save the file and copy this
over to the Enrollment Server for VPN machine. The extension can be left as a txt
extension.

Log into the Enrollment Server for VPN and then select from the menu bar
Request >> Read PKCS #10.. In this screen either paste in the request from step
14 above into the window or if you copied over the file select Browse and then
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select the file then select Open. Select Next.

16 You will then see the information displayed about the Firewall Certificate request.
Select the correct searchbase and then select Next.

17 At this point it will display the fingerprint of the certificate request to authenticate
it with the device admin to validate the request. If this is the correct one then
select Yes.

18  You will then have the PKCS#7 reply generate on the Enrollment Server. However
at this point there is no BEGIN or END CERTIFICATE REQUEST header/footer.
Therefore it will be necessary to add these in before importing the PKCS#7 reply
into the Firewall Object. Select Save to file, and then enter the information of the
path and name for it to be saved as.

Open the file in a text editor and then add
----- BEGIN CERTIFICATE REQUEST-----
to the beginning of the file and add

----- END CERTIFICATE REQUEST-----

to the end of the file. You file should have the same format as the example below.
Once this is done then save the file and copy it over to the Policy Editor machine.

----- BEG N CERTI FI CATE REQUEST- - - - -

M | D1DCCAz2gAwW BAgl EPCc/ | DANBgkghki GAwO0BAQUFADCBNj ETMBEGCgnBJonil
8i xkARKWA2 Nv b TEXMBUGCgSJ onT8i x k ARK\VB2VudHJ 1¢ 3Qx Fj AUBgNVBAMIDUNv
bnZpZ3Vy YXRpb24x ETAPBgNVBAMICFN cnZpY2Vz MRwGg Y DVQQDEX NQAW s aVWWy
S2V51 FNI cnZpY2Vz MowCg'Y DVQODEWNBSUEX Ez ARBgNVBAMI Ck Vud HJ 1¢ 3Qg QOEwW
HhcNVDEXM | IMTMLNz | 5SWhe NVDOxM | IMTQy Nz | 5W BWWRMMEQYKCZI mi ZPy LGB
GRYDY29t MReWFQYKCZI mi ZPy L GOBGRYHZ\W50c¢ nVz d DEOVAWGALUEAX MFVXNI ¢ niVk
Fj AUBgNVBAMIDUZpcnmvV3YWks| FVz ZXI wgZOwDQYJKoZI hvc NAQEBBQADgYsSAM GH
AoGBAMJ OWATs Ar wAbz CAC5vb8s ON2G7hyt oNXUOHI9NBH ZUzxOPLwe Syg2eM_b
| QDaXj 2hQKR5/ eVWb4x0xH3BaVK3NL6LLXvADI FvA7qOnf QRBcr YEE62pxRer +pCt

ZqkvPj 1nnwZi Kf YJBgGN\p2uHQs Vz Pbv mvi7 SgnonS2 AmXl DXHAgEDo4| Baj CCAWYwW
OwYDVROPBAQDAg CgMCs GA1Ud EAQK MCKADz | WWDEXM | IMTMLNz | 5SWWEPM AWNDAX
Mz ExCDI 3M | aM HDBgNVHR8EghswgbgwgbWjgbKgga+kgawwgakxEz ARBgoJki aJ
k/ 1 sZAEZFgN b20xFzAVBgoJki aJk/ | sZAEZFgdl bnRy dXNOMRYwWFAYDVQQDEWL D
b25maWi 1c nF0aV\® u MREWDWYDVQQDEWNhTZXJ 2aWNl ¢z Ec MBoGALUEAXMTUHVI bd j

| Et | eSBTZXJ2aWNl ¢z EMVA0GALUEAX VDQUI BNVRMAVEQYDVQQDEWp FbnRy dXNOI ENB
MO WCWYDVQQDEWRDUK wx VB8 GALUd 1 wQYMBaAFEQal dL9VOzE15Nyr cNMzef uFVl y
VBOGA1UdDgQWBBRr J5nBFVCaz/ 064/ Ver i X9NAXr / zAJBgNVHRVEA] AAVBK GCSqG
Sl b2f QdBAAQVIVAobBFY2Lj ADAg SWVA0GCSqGSI b3 DQEBBQUAA4GBAEQOi 5r ATkh6
AGy/ RPQzNPNzgd 5i | Onf JvneN L1GeVd9dnhGGXKEJwr CHLBs QQlas Coxr USZ
eMBFmgKmX5pz Ny Yvno O+FEMVE/ vsyJl nXvJo9dHgTgi xRIp7DBJI a2ca+NUUZF06q
I'/11nci EMeALadlusp5cUVvpMel ZBpu3D

----- END CERTI FI CATE REQUEST- - - - -

19  On the Policy Editor machine with the Firewall Object's Certificate property
window opened you will need to select Get. Then browse to the location of the
PKCS#7 reply from above and select it. You will then be asked if you want to
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accept this certificate. If this is the correct one then select OK.

20 At this point you should be successful in recovering the Firewall certificate. Select
OK to close.

21 Select OK to finish.

Creating the LDAP Account Unit on the
Firewall

The next few sections will outline the steps involved in configuring an LDAP Account
Unit in order to authenticate users to the firewall and fetch CRLs from the LDAP server.

Creating LDAP Group

The first step in this process is to define a Group for the Account Unit to use. After this
you will need to define the Template, LDAP Account Unit object, group and an external
LDAP group for the LDAP Account Unit.

To create the group for the LDAP Account Unit:

1 From the menu bar of the policy editor, select on Manage then the Users and
Administrators .. selection.

2 Select New then select Group ...

CHAPTER 3 51
Configuring the VPN-1 NG FP-1 for use with Entrust Products



3 Give a name for the group being created.
Group for LDAP Account Unit

Growp Properties - LGP _Groop = =|
I ES m

Conmert: |

Cobe | -]

Mew: (a1 | Wiews eupardad pioup... I
Bl in Gireug: Ik Gircwig:

Bt LOAP Exlernd

4 After you have created the External LDAP Group for the Account Unit you will
need to select it from the Not in Group: field in the properties of this group and
select Add. You will be reminded of this in the section Creating External LDAP
Group.

5 Select OK.

6 Select Close to finish.
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Creating LDAP Template

The next step in this process will be to define a Template for the LDAP Account Unit to
use. The template will reveal such information as the authentication method, access
time, location, expiration date to use for the users being authenticated.

To create the template for the LDAP Account Unit:

1 From the menu bar of the policy editor, select on Manage then theUsers and
Administrators .. selection.

2 Select New then select Template ...

3 In the General tab give a name for the template being created.

LDAP Account Unit Template - General

User Template Propertics - LOMP_Temploate =]
Locaon | Tirna | Enciyplion I
Giereral | Fersonsl | Graups | Butheniticaton
Login Hame:

| 0K, I Canced Helo
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4 From the Groups tab select the Group you created earlier from the list of
Available Groups and ADD to Belongs to Groups.

LDAP Account Unit Template - Groups

User Template Properties - LGP Template . _'."_{'I
Locafiot | Tirna | Encrplion
Gereral | Persond Giourz | Aulhenticaton
Bovzilehle Gioups Bedorgs o Grops
name: names
AAL0e_Graup

] e —

ot | conce Hela
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6

The Encryption tab is where you indicate the Encryption Method for the users.
Here select IKE for the Client Encryption Method. Then select Edit. In the IKE
Properties screen select Public Key in the Authentication tab. Then in the
Encryption tab make sure that Transform is Encryption+Data Integrity (ESP), Data
Integrity is SHA1 and the Encryption Algorithm is 3DES. Select OK.

LDAP Account Unit Template - Encryption IKE Authentication

Autherkcaion | Encyption |

— Selact authenlicabion schemes usad:

I~ Password [Preshared seciel} |

T D s |

x

OF, Cocel | Hep |

LDAP Account Unit Template - Encryption IKE

Autherficafion Encryptian |

Do lciegity Oc (AH]

~ Dhata e —————

& sHa Encmplion &lgosthm:
" MD5 | DES =

[ ok | cwen | hep |

Select OK.
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36

7 Select Close to finish.

Creating LDAP Account Unit

Before creating the LDAP Account Unit, you will need to go to the menu bar in the

Policy Editor and select Policy >> Global Properties. Then select LDAP Account
Management section and in this screen select Use LDAP Account Management. Select

OK.

Firewall Policy - Global Properties - LDAP Account Management

Global Fropertics

o]

TACOnY

LIgEE

|‘EII] daws

1 Fugwal-1 LODAP Accounl Management
+ WFN-1
Deskiop Secuiy b Use LOAP sccount menagemant
isual Pokcy Edibe =
b ananamet High dwa At banagemet Piopetic:
Stat=ld Inspeclian
LO&P &ccount Manag Tirneouk on cached wsers: 00
Mehaok Addiess Trans o los =
Cormect oehiol Lipches i
Open Sacuilp Exlersia I™ Passeoid gipies alter
- Log snd et
Extrare: Management | Di Llser's DM o Logk
Dot Installzion et ol
" Drgrit Display & Dizplay " Display o0 Regues!
Paszsvsnnd Shrength
Mirmal pasziwced bengike  |B Y charact=iz
[ Password must inchude lowercess characher
[ Possword must inchide: an uppescase character
™ Pazowerd musl inchude a diot
™ Pazseord mustinchide a zunbol
[ Erface nies lor user management sdminisiishoes
] M

Cancel |

Help

To create the LDAP Account Unit:

1 From the menu bar of the Policy editor, select Manage and then Servers.
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2

3

Select on New and then select the LDAP Account Unit .. option.

Enter a name for the LDAP Account Unit being created.

LDAP Account Unit Object - General

LMP Account Unik Properties - LO&P_fcc I-" ik =

General IEn:a'!.hulinnI sz |

Mame [LO&F_A&ccount Uit

Comment: |

Cabot | — - |
— Becognt Uni Lsage
[+ CAL Retizyal

[¥ ' Liser Management

Hast [lcapr »| Bot [339

Login DiN; ]-:nu:i'::'mn.-:n-mzls._-:l:-m:lm_ﬁ:-cu
- LCwaP Raghes——

Pagsveon I“‘— FR W

Fricely. = 1 iz baghesl)

LOWP ssever pralle:  |Microsolt_AD =]

- Branches:

Eelch =iz LI =entie, D =com

crr=Eningt CA crmals crePublic Koy S e

Add.. | Edt. |  Delete |

o, Concel | Hep |

For the Account Unit Usage make sure CRL Retrieval and User Management are
selected.

For the Host select the CA/Directory object (or if using separate machines the
Directory object) that you created earlier.

The port to the Directory (LDAP Server) by default is 389. Enter the correct value

CHAPTER 3
Configuring the VPN-1 NG FP-1 for use with Entrust Products

57



here.

7 Next you will need to enter the DN of the Directory Administrator to bind to the
directory. In the example cn=diradmin,cn=users,dc=entrust,dc=com was used.
The Directory Administrator was created earlier in the section Creating Firewall
User in Entrust RA.

8  Enter the Password for the directory administrator entered in the previous step.

9  Select the LDAP rights for the user binding to the directory. Note do not select
Write access to the LDAP Server as you are just reading the information in the
directory and not changing it.

10  Select the LDAP Server digital ID type. For this example we are using Microsoft
Active Directory and therefore Microsoft_AD is selected.

11 Then select Fetch to add the branches of the users to be authenticated against. If
this cannot be resolved then see the section later on troubleshooting. You may
want to try adding branches manually, but this indicates a problem.

Also note that if you are using Microsoft Active Directory, the CRL Distribution
Points will be located under the CA entry in the directory which is usually different
from the location of the users. Therefore it is important to add the CA entry
branch if the FETCH command does not retrieve the CA branch (the location
where Active Directory stores the CRL). The simplest way to find out where the
CA entry is to open the entrust.ini file up in a text editor. Then under the section
[Entrust Settings] you will find an entry such as:

CA Distinguished Name=cn=Entrust CA,cn=AIA,cn=Public Key
Services,cn=Services,cn=Configuration,dc=entrust,dc=com

What you will then need to do is select everything to the right of the first equal
sign (=) and to the end of dc=com and copy this into your clipboard (Ctrl-C).
Then in this LDAP Account Unit screen select ADD for the branches and paste
(Ctrl-V) in the branch like the one below (Note: this branch will usually be
different for each CA):

cn=Entrust CA,cn=AIA,cn=Public Key
Services,cn=Services,cn=Configuration,dc=entrust,dc=com

This will then allow you to fetch CRLs later when needed to authenticate users.
Select OK.

58 CHAPTER 3
Configuring the VPN-1 NG FP-1 for use with Entrust Products



12 Then in the Users tab, select Use Default User Template and then select the
template that you created earlier for the LDAP Account Unit.

LDAP Account Unit Object - Users

LOMP Account Unit Properties - LOAP_Accoumn . it

Genmal | Encyplion  Uzers I

¥ Use Defot Uses Template: [ 0AF Template
I Use cammon gioup palk

Feham |1III enliss

Aulberitication Schemas -
T hae: Fbowding Authantication Schemes ana Alossed:
W e ¥ RADIUS
F SecwlD ¥ TACACS

F VFN-D & Fre'walll Passward [+ 05 Paszwoed

¥ AEMT Pathwans Defender

£

~ Dl andt Butbenitication Schemes:

[T Uze Defaul Schama: |"-'I'H-I & Fuettdal-1 f -a-..-.-.r.-:l:

Sdnenistraton lagn reshchans

[ Limit hesgims Favboes

I__” .
Lk LRETE Son iy St et e T fahires

3 | 5 -
|Gl e oo aar 1'Ir~r| H'.Ia gyl

I Forcs lyareg pesowoid when aperang A1

o |

Cocel | Hep

13  Select OK.

14  Select Close to finish.
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Creating the External LDAP Group

The last step for configuring the LDAP Account Unit is to create an External LDAP
Group. To create the External LDAP Group:

1 From the menu bar of the policy editor, select on Manage then the Users and
Administrators .. selection.

2 select on New and then select the External Group .. option.

External LDAP Group

x|
Gensral I
e DAF Ewlems Cokor Ii'
Lomeent. |
Account Unk: |0, L0AP_Account Unt -
1~ Geoup's Scope

= 4 dccourt-Ure's Uigess

" Oy SubT e [ jopbonsl prefis] . branch I

| | rstipess DD sertust DI j
7 Oriy Group n branch [OH pref

I Appl fiter foe dunamic: group:

| 0. I Canced Help

3 Enter a name to be used for this External LDAP Group.
4 Select the Account Unit created earlier in the drop-down list.

5  You can then select the Group's Scope however for this example it was left at All
Account Unit's Users. How specific you want this would determine on your setup.
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6 Select OK.

7 Select Close to finish.

[Note: Now at this point you will need to open up the properties of the first group that
you created. From the menu bar of the policy editor, select on '‘Manage' then

the"Users and Administrators .." selection. Then select the group and select Edit. In the
“Not in Group" section select the External LDAP Group and then Add this to the "In
Group". Then select OK.]

Placing External LDAP Group in LDAP Group

Growup Properties - LOKP_Groop = x|

View: [ x| Yhew expandad oroup... !

Bled i Gioug. Ir Giewg:
it LOAP Exlern

| 0F. I Carcel Help

Creating Rule Base

To tie all the objects created to a security policy it will be necessary to create a Rule

Base. When creating the rule base you will need to have users belonging to a group to
be able to authenticate to the Firewall and gain restricted access to your network. Each
corporation will have different security policies which govern what users are permitted
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to do, so each will be different.

At this point you will need to create a rule base that will allow users to authenticate and
gain restricted access to your internal network using their Entrust digital id's. The Check
Point guides have examples of rule bases used for authenticating with certificates.

Installing the Security Policy on the
Firewall

Once you have made the changes to the firewall and rules added you will then need to
install/re-install the policy so that users can get your public keys and be able to
download the firewall's topology. To do this select Policy from the menu bar and then
select Install. For more details on the options available in installing the policy refer to
the Check Point Management Guide.pdf in the section Installing the Security Policy
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Chapter 4

Configuring the VPN-1®
SecuRemote NG Client

The following sections outline how you would configure VPN-1 SecuRemote
and Desktop Manager client in order to authenticate to the VPN-1 NG FP-1.
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Creating the VPN-1 SecuRemote Client
User in Entrust Authority™ Security
Manager Administration

You have to create a regular end user with an enterprise certificate for the VPN-1
SecuRemote user. To do this, you must:

1 Add the user in Active Directory first (Start >> Programs >> Administrative Tools
>> Active Directory Users and Computers). Then select the container to add the
user to and then right-click and select New >> User.

Adding User in Active Directory

2 Active Directory Usiers and Compibers E . =101 =|
leh Conmle  Widow el =l ]
| dion vew ||+ =+ BRE| *EHE0E |2 THESYEE
'I'r\eel Lkers 36 objects
=5 Fuitlvs Directony Usars | 1amg | Type | Derscripkion | —
= j:'.’ entrusl.oom E edrin Liser
# ] Buitn ] edrint Liser
+ | Computers £ drini User
A () Dornam Conerol | fF Aderrbraber  Uker Buit-in acomanl For adniy.,.
(7 ] FrRignSecurdy ml'.h! Publshers  Semrity Grosp ...  Enberpics osdibcation .
AT Difegate Cantrol... -
B Aoty Group DS Al beleaton Greup
Fenn ey Gover .. DS CIEN0S WD a0g D, , e
Gonpis Lot simestrans.
O Tatks ko Comtar lworkstations and ssres. ..
ilsie ¥ :i:r .ld:l-'n'lr-'.rrtl.'lrrsnl'l\-.
Bl Weirckows from Hare . 1 daimain gragpba
l datnan isers
Rafradh Shated Folder
Eapael; LSt Senrity Groop ... Deagnested sdmnifraton.,
Propérties '::f"’
i aEr '
e . -

Creake o e phjerer
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Add in the First, Last and User logon name. Select Next.

Adding User in Active Directory - New Object

g Cieste it erpeustcomdlisecs

Fust nams: EE—::l.Hcrnule Iritials; |
Last rammes | One
Fudl mame: ESeuHemule Ore
e loxyan rame:
|Se~:r.||e-:n§| | @entnst com =
tzaas oo piames [poeetindoves 2000 [
[ERTRLISTON |Gecueone
b Mt
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Enter in a password for the user and then select the appropriate options for the
password in your setup. Select Next.

Adding User in Active Directory - Password
hew Object -User |

g Cieste it erieustcomlises

Fasswond |"““"‘""“

Confitm password |‘“ """

[ User must change password at et logon
[T Uger canmot chamge passwon

[ &ccount b disabled

« Back Hest Cancel
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Then if the information is correct for the user then select Finish.

Adding User in Active Directory - Finish

ﬁ Cieste it erieustcomdlises

Whe w0 chick Finizh, the folowing object will be: cieabed:

Ful name=: SecuHemobs D=
Llzes logon naene: Secursone@eninst com

The password naver espites.

« Back

Log into the Security Manager Administration.

Do a Search of Users by Directory Attributes (Right-click users and select Select
By Directory Attributes. Make sure to select the correct searchbase and add in any
values for the search fields or you can leave them with the wildcard symbol (*)

and then click Find).

Selecting Search in Entrust RA

B [odaii RA - (Senanty OIToer] on =Flest Tifey, on=Galnas CAL ons

humwmumaunmmmwhnmmmmh

alﬁ. ®] & BlalE & &
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68

Directory Search in Entrust RA

E¥ Find Users by Directory attributes x|
Tupe: [U&al ;l
Seachbase; |I:-‘-.Dn:-me'r| Seaichibass ;'

Furst P aqie 1] j
Lt Mama a

Wirdawes Logon Mame 2
Liser Prrcipsl Hams

Eind Ers Cancel ep |

Double-click on the user to open their User Property screen. Here make any
changes you need to add (example: dn information, key update options, etc.) to
suit your corporate policy.

Select OK. This will prompt you for authorization of this operation.

At this point you will get a reference number and authorization code. You can use
this to create the user's digital ID.

[Note: You will need to determine how you will create the user digital ID. Depending
on your setup this could be accomplished in at least two different methods.]

Creating the digital ID on the Security Manager Administration machine and then
sending the user their digital ID, in a secure manner.

Use the reference number and authorization code created earlier, to create the
digital ID remotely on the client machine. Since the sample configuration
described in this document places the Security Manager and directory behind the
firewall, you would first need to establish an IPSec tunnel with the firewall using
IKE (pre-shared secrets) with a username and password. Certificate enrollment
with Security Manager could then occur through this tunnel and subsequent
connections would be authenticated using digital certificates. See the section
below on Creating an IPSec Tunnel using Pre-shared Secrets for details.

Using the Entrust Authority Self-Administration Server to create the profile either
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on the server or client side through the browser. For more details on this please
contact your Entrust representative.

Creating an IPSec Tunnel using
Pre-Shared Secrets (Optional)

This section will outline a alternative method to establish a temporary IPSec tunnel with
limited access rights to remotely create an Entrust digital ID.

Steps are: define a user, a group that this user belongs to, a rule in the Rule Base
defining this group and possibly some modifications to the Firewall's object properties.
Once these configuration steps are complete end-users can use the chosen
username/password to enable remote enrollment. Enrollment is described further on in
the document.

Creating the User
1 In the Policy Editor on the Firewall select Manage >> Users and Administrators ...

2 On the User screen select New >> User by Template >> Default.
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3 Inthe General tab enter in a name for the user. Then select the Encryption tab.
General Tab for Remote Users

x

Location | Tme | Coficses | Encontion
Gereral | Persond | Groups | Autheniicaton

Login Hame {Remotellzed
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4 In the Encryption tab select IKE and then select Edit.
Encryption Tab for Remote Users

User Properties - Remobellser _'.'EI

Gerersl |  Pesond | Groups | Auhestiostion |
Location | Tme | Coilficates Enciyplion

— Successhd Suthentication Track:
™ Neew i Log " dleit
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5  On the IKE Properties screen select Password (Pre-shared secret). Then enter in a
secret password and then confirm the password. Select OK.

Password for Pre-Shared Secret

1

Autherscsion | Encryptian |

— Selagl authentication schemes wsad;

Confim Passwond [
I Publc Koy

[ ox | coee | Hew |

6 Select OK to finish.

Creating the Group
1 In the Policy Editor on the Firewall select Manage >> Users and Administrators ...
2 On the User screen select New >> Group.

3 In the Group Properties screen enter in a name for the group.
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4 Then from the Not In Group column select the user created above and select
Add>.

Remote Group Property

Growup Properties - RemoteGroup = =|

e |Hnma|u}l}n:-|,.|'.|

Cormery |
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5 Select OK to finish.

Modifying the Firewall Object
1 In the Policy Editor on the Firewall select Manage >> Network Objects.
2 Inthe Network Objects screen then select the firewall object and then Edit.

3 Inthe VPN Section select Edit for the IKE Encryption Scheme.
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4 Make sure that VPN-1 & Firewall-1 authentication for VPN-1
SecuRemote/SecureClient (Hybrid Mode) is selected and then select Advanced.

IKE Properties

%

Genaral |
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5  In the Advanced IKE properties screen make sure that Support aggresive mode is
selected in the Misc section.

Advanced Properties
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6 Select OK.
7 Select OK.

8 Select OK to finish.

Rule Base

To tie these objects together you define a Rule in the Rule Base to allow the user to
authenticate using Pre-Shared secrets.

Authenticating with Pre-Shared Secrets
When users connect to the Firewall to create their Entrust digital ID they will be

prompted to Authenticate themselves by providing the username and password of the
pre-shared secret. To do this de-select Use Certificate and then enter in the username
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(of the user created earlier - not the group name) and the password (of the same user
created earlier). Then select OK. You should then receive an acknowledgement that the
user is authenticated. At this point you will be able to finish creating your Entrust digital
ID.

Login with Pre-Shared Secrets

WiPr-1 Seculemobe Authenbication 3 e |

: Secuped b‘"F Plaass aulbenticats pouizal b als
VPN-1 StcuRemote NG A7.97.11.32
™ Uss Ceilificas
Lser nams |HEI11I:||:L|:E'
i Passwond

" Ere pessviond later

i Type in pasweid now

ﬂ CHECK Point™

Solbuna Techaol ogia Lad

| www.checkpoint.com ITI Carel | Help |

Self-Extracting or Configurable
Installation of VPN-1 SecuRemote

When downloading the VPN-1 SecuRemote client software from the Check Point web
site you have the option of downloading the package in two installation types:

o Self-Extracting Installation

o Configurable Installation

The Configurable Installation allows you to add customized entrust.ini, userc.c and
product.ini files to suit your environment. Refer to the VPN-1 SecuRemote release notes
for more details.

To download the VPN-1 SecuRemote client (Self-Extracting or Configurable Installation)
go to the Check Point web site at http://www.Check
Point.com/techsupport/downloads_sr.html.
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Selecting the Entrust.ini

VPN-1 SecuRemote retrieves Entrust configuration details from the entrust.ini file. The
following steps detail how to select the correct entrust.ini from within VPN-1
SecuRemote.

1 Install VPN-1 SecuRemote NG on the client machine, and reboot.

2 At this point the client would need to obtain a copy of the entrust.ini file from the
Security Manager machine. (Depending on how you setup your install package
this could be contained in the custom install of the VPN-1 SecuRemote client - or
just added with it).

Note: The installation of VPN-1 SecuRemote NG may overwrite any existing
entrust.ini file in the WINNT directory. This is controlled using the
OverwriteEntINI setting (0=don't overwrite, 1=overwrite) in the Check Point
product.ini file in its Configurable installation. Therefore it is important to check
and make sure before proceeding that the entrust.ini file in the WINNT is the
correct one.

3 The client would then place the entrust.ini file in the WINNT directory. (This will
be the default location that Desktop Manager looks for the entrust.ini file.)

4 Then open up VPN-1 SecuRemote (by double-clicking on the VPN-1 SecuRemote
Icon in the system tray) and then select from the menu bar (Certificates >>
Select_INI file).

VPN-1 SecuRemote Icon

5y

5  Then browse to the location of the entrust.ini file in your WINNT directory.
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Selecting Entrust Entelligence™ Desktop
Manager in VPN-1 SecuRemote

In VPN-1 SecuRemote you have the option to use the Desktop Manager Login screen
(if Desktop Manager is installed on the machine) or VPN-1 SecuRemote Login screen
when authenticating.

Desktop Manager is not installed

Ensure that you have selected (on the menu bar Certificates >> Enable/Disable Entrust
Entelligence ..) "Don't use Entrust Entelligence in the future". This is selected by
default in the installation of VPN-1 SecuRemote. The VPN-1 SecuRemote login screen is
now available for authentication.

If you need to create/recover your Entrust digital ID then you would simply select from
the menu bar Certificates >> (Create or Recover) depending on which operation you
need to perform. This would then invoke the VPN-1 SecuRemote User screen in which
you would then fill in the necessary details.

When you have both Desktop Manager and VPN-1 SecuRemote on the Client machine
Here you have two options.

Select "Don't use Entrust Entelligence in the future"

This will allow you to use the VPN-1 SecuRemote login screen when authenticating,
however you will still use the Desktop Manager wizard for digital ID creation/recovery.

De-Select "Don't use Entrust Entelligence in the future"

This will allow you to use the Entrust Login when authenticating, as well as the Desktop
Manager wizard for digital ID creation/recovery.

Creating the Entrust digital ID for the
VPN-1 SecuRemote Client

Once you have decided on the method for creating the Entrust digital ID, you will need
to follow one of the following methods.

Method 1 - Creating the Entrust digital ID on the Security Manager Administration.

1 Once the user has been added to the Active Directory and enabled for Entrust (as
outlined earlier) you will need to select the user once again.
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2 Now right-click on the user and select Create digital ID.

3 Enter in the name for the digital ID (this does not have to match the dn of the
user, but should identify the user as to not cause confusion), location to save the
digital ID and the password used to unlock the digital ID. (Note: Use the
Password Rules >> button to display the rules being used for setting the
password).

Creating digital ID on the Security Manager Administration
" Create profile - cn=Secure 1, cn=Users, de=entH x|

= Create deskhop prolie £
Eres b umer's profife name and locstion
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T | Carucal Helo Passvond Audes ooy
Farmmd ndas

oue passvword st mesk the Erd Lisas pacsvand nes:

Paszvaond el ba & i 2 chalachen:

Fasowond meust have ab bast one upperosss lsfher
Passvacnd ot haros ab ot ofak loAwarCac: kethar

Fasmmod cannol ba e zams a5 sy of pour last B passwaods
Paspond cannol comtain hoo mary inslancet of e cane characls
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4 Now you will need to securely transfer the digital ID to the VPN-1 SecuRemote
user machine.

Method 2 - Creating the Entrust digital ID remotely on the VPN-1 SecuRemote Client.

1 Securely distribute the reference number and authorization code to the end user.
See the Entrust/Admin guide for more information on secure distribution
techniques.

CHAPTER 4
Configuring the VPN-1® SecuRemote NG Client

79



2 Establish an IPSec tunnel with the VPN-1 NG FP-1 on VPN-1 SecuRemote, using a
username and password setup on the firewall as outlined earlier in the section
Creating an IPSec Tunnel using Pre-Shared Secrets.

3 Once the tunnel is established then we can create the Entrust digital ID. On the
menu bar of the VPN-1 SecuRemote client window select (Certificates >>
Create).

4 If You Do Not Have Desktop Manager Installed on the Machine

This will then launch the Create User window. Follow the instructions entering in
the name, path and password for the Entrust digital ID.

Creating digital ID Remotely on VPN-1 SecuRemote (SecuRemote)

x
E Sava Piolie s

¢ suaon

{7 Save to handwess loken:
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Autharization Code: [El:ua-wna-mm
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OR If You Have Desktop Manager Installed on the Machine

This will launch the Desktop Manager digital ID Creation Wizard. Simply follow
the steps and enter in the information to complete the digital ID creation.

Creating digital ID Remotely on VPN-1 SecuRemote (Entrust)

i ‘Create Entrust Prafile ] x|

" ‘wieloama 1o the Creale Ertnet Prolle wezad
T hite: waizard vall Quide woul Bhjouagh The procecss of creating & mev profle.
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Downloading the Firewall Topology

In order to communicate with the Firewall, you will need to download the topology
information that you need for the communication. To do this:

1 In the VPN-1 SecuRemote client window, from the menu bar select (Sites >>
Create New).

VPN-1 SecuRemote Client Window

i WPN-1 SecuRemote 3 = 0] x|
Fie Wiew Ster Pasowords Tools Cerbficates Help

PR | R

For Hedp, prioss Fl [E=r] [ o

2 Enterin the IP Address of the external interface of the VPN-1 NG FP-1 that you
are going to authenticate with. Then select OK. Refer to Check Point
documentation for methods of avoiding this step by distributing a userc.c file with
a customized installation package.

3 In the VPN-1 SecuRemote Authentication window you will need to select the
digital ID you created earlier to authenticate with. (Depending on the method of
creating the digital ID you may have to browse to the location where you stored
your digital ID, for first time use.)
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Enter in the password to unlock your Entrust digital ID.

VPN-1 SecuRemote Login Screen

WiPt-1 SeculRemobe Suthenbication

=] CHECK Poiwt™
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X
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Tz in Password
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www.checkpoint.com

x|
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Help

You will then have to verify the DN information of the VPN-1 NG FP-1 as given
to the remote client by the VPN-1 NG FP-1 Administrator. If it is valid then select

OK.
Verifying the DN of VPN-1 NG FP-1
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6 At this point you have downloaded the site topology needed to connect and
establish your IPSec tunnel.

VPN-1 SecuRemote Window with Site Topology

i WPN-1 SecuRemote 3 =0 x|
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Switching to Client Connect Mode from
Transparent Mode

VPN-1 NG FP-1 allows VPN-1 SecuRemote to use a new mode called " Connect
Mode". This allows the client to connect to the firewall (establish the IPSec tunnel) or
disconnect from the firewall (take down the IPSec tunnel) manually. By default the
VPN-1 SecuRemote client is already in Transparent mode. In testing this configuration
Connect Mode was used to establish the IPSec tunnel. Therefore the remaining sections
will make use of this method.

However to note either mode will work in establishing the IPSec tunnel. The big
difference is in how it is done. Connect mode offers a manual connect/disconnect of
the IPSec tunnel, whereas Transparent mode has the connection made for the client
behind the scenes as the client initiates communication with the Firewall.

Note: You must already have downloaded the site topology before switching to this
mode.

To switch from transparent mode (which is the default mode in the installation) to
connect mode simply do the following:
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1 Bring up your VPN-1 SecuRemote window (Left-click on the VPN-1 SecuRemote

icon in the system tray).

3 Select Connect Mode and select OK.

Client Connect Mode

— Clierit Mods
" Transpaienk Mods

¥ Connect Mods

[ JEL s S Cancel Help

Select from the menu bar (Tools >> Configure Client Mode ..)

4 You will then have to restart VPN-1 SecuRemote for this change to take effect.

5  Right-click the VPN-1 SecuRemote icon in system tray and select Stop VPN-1

SecuRemote.

6  Select VPN-1 SecuRemote from your Start > Programs > Check Point VPN-1

SecuRemote > SecuRemote (or shortcut on your desktop).

You have now switched to the Connect Mode of the client.
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To Connect to the Firewall
1 Left-click on the VPN-1 SecuRemote icon in the system tray.

2 In the Connect to window select your Connection digital ID of the firewall that
you want to connect to.

Connect Window

CHRCK POINT
i "ht -
{_ _‘-:. =
S ET G R P
Cornection Frefilec [47.97.11.32 =l
Descriphces [473717 32 Galauh piciie
[ G coee | [setom, ]

3 Select Connect.

4 Authenticate to the firewall by logging into it in at the prompt.
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If authentication is successful the Connect to window will disappear. At this point

you should have access to your internal network.

Client Connect Message
connectto x
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To Disconnect from the Firewall
1 Left-click on the VPN-1 SecuRemote icon in the system tray.

2 Here a VPN-1 SecuRemote Connection Status window will be displayed. Simply
select Disconnect and your IPSec tunnel is removed.

Client Disconnect
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Note: Transparent mode will not require the user to manually connect to the
firewall. When data is sent to the firewall that needs to be encrypted it will
trigger authentication and establish the IPsec tunnel.

Avuthenticating to Create the IPSec
Tunnel using Transparent Mode

As mentioned earlier Transparent Mode is the default mode (unless customised
differently) for the VPN-1 SecuRemote client. You will need to explore and decide the
mode you want your VPN-1 SecuRemote clients to use. You only need to use one, as
both are not required together to establish the IPSec tunnel.
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If using Transparent mode with VPN-1 SecuRemote, and you are ready to establish an
IPSec tunnel with your Entrust digital certificate to communicate securely with your
VPN, then refer to the following sections.

To establish/authenticate the tunnel:

1 If VPN-1 SecuRemote client is running then as soon as you communicate with the
Firewall (Telnet, FTP, Ping, etc.) you will be prompted to authenticate yourself.

2 When this happens you will see the VPN-1 SecuRemote (or Desktop Manager)
login prompt. Select your Entrust digital ID and enter the password. Click OK.

3 At this point you should see a response back from the firewall saying that you
have been authenticated. If you get an error, then refer to the section at the end
on Troubleshooting or refer to the following knowledge bases.

Entrust Knowledge Base - https://www.entrust.com/support/ (Select Knowledge
Base)

Check Point SecureKnowledge Base - http://support.checkpoint.com/login.html

Avuthentication to VPN-1 NG FP-1

X

Secured by
WVPN=T SecuBemate NG

User succassiuly sulbartcstad bo WFH-1

CHECK POINT™

4 If successful you should be able to gain access to your internal network.

Key Updates

The tested version of the VPN-1 SecuRemote client does not take advantage of some of
the Entrust features, such as automatic key updates, since it operates in what Entrust
refers to as "Offline" mode. Once the VPN connection is established and the Authority
Security Manager and Directory are accessible, Desktop Manager can be used to switch
to 'online mode', or "Connected to Entrust". To do this (right-click on Entrust key icon
in system tray and select Log In to Entrust, making sure to have "work off-line"
deselected). If you are in a key update period, you will be notified that your keys have
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been updated.

Note: That the testing of this with the Desktop Manager installed had the option Don't
Use Entrust Entelligence in the Future deselected on the VPN-1 SecuRemote client.
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Defining Access Controls
based on User DN

Once a user is authenticated, the next step is to determine where they can go
and what they can do, also known as authorization and entitlements. Check
Point provides mechanisms to achieve this built around groups. This chapter
describes some examples of how users are assigned to groups based on the
information contained in their Digital ID, specifically in their Distinquished
Name or DN.
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Overview of Method Used

This method makes use of Groups, External Groups, LDAP Account Units, Templates
and Rules in the Rule Base.

Groups

A group is used to define a group of users that you want to have the same
restrictions/access. It is this group that you will include in the Rule Base
granting/restricting access.

External Groups

External Groups will become members of the Groups, but will also define the LDAP
Account Unit that you will use to bind to your LDAP Server to fetch the information at
the branch level indicated. Here you will also be able to place restrictions on the DN (ie.
Searchbase where the user was created) for access. You can also restrict within the
group (branch) by using a prefix filter.

LDAP Account Units

This is where you indicate the location of the LDAP Server, login information to bind
with the LDAP Server, branches to fetch, and template to use.

Templates

Here is where you indicate the use of Public Key encryption along with other details
such as Access Times, Source, Destination, etc.

Rule Base

The rules in the Rule Base will grant or restrict access to the various groups. Groups can
be placed in the Source of the rules, then restricting their Destination and Service, while
having to Encrypt the data.

Sample Setup

This section will outline a simple setup between two groups of users.
. PKI1 Users

. Firewall Administrators

In this example the DN (branch) of each group is as follows:
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PKI Users - ou=PKI Users, dc=Entrust, dc=com

Firewall Administrators - ou=FW Admin, dc=Entrust, dc=com

Creating or Modifying an LDAP Account Unit

Unless you are using multiple LDAP Servers you will only require one LDAP Account
Unit for this sample. If you have already configured your LDAP Account Unit then you
can simply modify this, instead of creating a new one. If this is the case then skip to
step 9 only.

10

If you have not already created an LDAP Account Unit you will need to change
your Global Policy to include User Management in the LDAP Account. Select
Policy >> Global Properties ... Here select the LDAP Account Management link
on the left. Select the Use LDAP account management option.

For the PKI Users and the Firewall Administrators simply create a group for each
on the Policy Editor for the Firewall. (Manage >> Servers >> New >> LDAP
Account Unit)

Enter in a name for the LDAP Account Unit (Example: LDAP_Account).

Select both CRL Retrieval and User Management from the "Account Unit Usage"
section.

In the Host drop-down list select the LDAP Server object that you have created
earlier in this guide.

Enter in the DN and Password for the user that you are going to bind to the
directory.

Select the LDAP Rights that this user has.

Select the LDAP Server digital ID to the LDAP Server that you are using.
(Example: Microsoft_AD)

Under Branches select ADD and add the branch for the groups that you are using.
(Example: PKI Users - ou=PKI Users, dc=Entrust, dc=com and Firewall
Administrators - ou=FW Admin, dc=Entrust, dc=com).

On the Users tab select Use Default User Template: and select the Template that
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you will create later. (example: VPN_Template)

11  Select OK to save.

Creating External Groups

1 For the PKI Users and the Firewall Administrators create a group for each on the
Policy Editor for the Firewall. (Manage >> Users and Administrators >> New >>
External Group ..).

2 Enter the Name for each External Group (Example: PKI_External and
FWA_External).

3 In Account Unit select the Account Unit you created or modified above. (Example:
LDAP_Account).

4 Then select the option under Group's Scope to Only Subtree and then select the
branch that you enter in the LDAP Account Unit to match the group's DN.

Creating the Groups

1 For the PKI Users and the Firewall Administrators simply create a group for each
on the Policy Editor for the Firewall. (Manage >> Users and Adminstrators >>
New >> Group)

2 Enter the Name for each group (Example: PKI_Group and FWA_Group).

3 In the Not In Group select the External Group that you created earlier (Example:
PKI_External for PKI_Group and FWA_External for FWA_Group).

4  Save each by selecting OK.

Creating Template

Unless you want to change the Access Times, etc. you will only require one template.

1 For the PKI Users and the Firewall Administrators simply create a group for each
on the Policy Editor for the Firewall. (Manage >> Users and Adminstrators >>
New >> Template).
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2 Give the template a Login Name on the General Tab. (Example: VPN_Template)

3 On the Groups tab, select in the Available Groups column the groups (Not
External Groups) that you created earlier (Example: PKI_Group and FWA_Group)
and then ADD these.

4 On the Encryption Tab select IKE for the Client Encryption Method and then
select EDIT. Making sure that you select Public Key in this new window.

5 Select OK.

6 Select OK to save.

Rules in the Rule Base

Once you have this setup then the next step is to add rules to your rule base to
grant/restrict the users access to the internal network. Such as restricting the PKI_Group
to the Security Manager machine only and the FWA_Group to both the Policy Editor
machine of the Firewall and Security Manager. You can further restrict the access of
services they are allowed in the rule base. The same example could be used to limit
access to protected resources such as web servers, emalil, etc.

Testing Results

Once you have installed the new policy on the firewall with the above additions, you
have then restricted access to each of these groups. To test this out simply create
different users in each of these groups. Then once you have the client's digital ID, log
into the Firewall with each digital ID. What you will notice is that the user in the PKI
Users branch will have access to the Security Manager machine but not to the the
VPN-1 NG FP-1 Policy Editor machine. Also the user from the FW Admin branch will
have access to both the VPN-1 NG FP-1 Policy Editor machine and the Security
Manager machine.

These mechanisms can be used to build access control rules.

CHAPTER 5

Defining Access Controls based on User DN

95



96 CHAPTER 5
Defining Access Controls based on User DN



Chapter 6

Working with an Entrust
Subordinate CA

This section will discuss the use of Entrust Subordinate CAs with VPN-1 NG
FP-1. Also note that in testing, both the Entrust Root and Subordinate CA
shared the same Active Directory. Each had its own CA entry in the directory.
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How to setup Entrust Subordinate CA
with VPN-1 NG FP-1

Configuration is much the same as with the Root CA (check the documentation in the
guides that come with your Security Manager software on how to setup an Entrust
Subordinate CA).

The previous setup with a Root CA required at minimum two user certificates.

1 One for the Firewall itself (along with retrieving the Root CA certificate in the CA
Server object created).

2 One for the VPN-1 SecuRemote Client user.

For the Subordinate CA this will be the same. However the certificates for both will
have to come from the Subordinate CA itself. So once you have the Subordinate CA
configured and working, simply make sure you use the entrust.ini file from the
subordinate CA, and digital IDs created from it.

Note: Testing was with Desktop Manager 6.0 with the patch 46190EN along with the
VPN-1 SecuRemote NG FP-1 on the client workstation. If you did not include Desktop
Manager on the client machine and then created the Entrust digital ID you will only
have the digital ID's *.pch (policy certificate) and *.epf (user digital ID) created. Then
when you try and authenticate to the VPN-1 NG FP-1 (using Subordinate Certificates)
you would receive the error:

The digital certificate could not be verified. Possibly the signer's key file has not been
imported into your personal address book.

Therefore with this version of VPN-1 SecuRemote you need Desktop Manager included
to work in a heirarchy.
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Chapter 7

How do you know if it is
working?
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How do you know if it is working?

This section lists some brief tests that can be done to confirm if your configuration is
working. This is not an absolute list.

1 Download/Update the Site Topology from the VPN-1 NG FP-1 successfully.

2 Authenticate a user to the VPN-1 NG FP-1 using Entrust digital certificates
successfully.

3 Have access to your internal network (where you did not have access before
authenticating).

4  Revoke the certificate of a test user and push a new CRL to the LDAP Server.
Then try to authenticate as this user to the firewall. If you have the firewall
configured so that the cached information of the user is not kept or not for a long
period of time, then it should state the user's certificate is revoked and not allow
you to establish an IPSec tunnel. (Refer to the section on Creating Certificate
Authority Server Object for the information on the settings for the CRL retrieval)
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Chapter 8

Troubleshooting

This section is a guide to assist you in case you run into problems along the
way. This is not an exhaustive list of errors but should help guide you to a
resolution. Refer to the Entrust Support web site (www.entrust.com) and the
Check Point Web Site (www.checkpoint.com) [user id and password required
for both] for the latest updates and error listings.
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Error Login to Entrust CMS

Problem

When trying to initialize or recover the Firewall object certificate using the Entrust/PKI
method you get the error:

Error Login to Entrust CMS

genkey Key creation failed for (firewall machine name)

There will be no information contained in the CA log files (manager.log and
mgraudit.log) on the Security Manager machine, and the operation of
initializing/recovering the Firewall digital ID fails.

Solution

Note that the use of the Entrust/PKI enrollment method is no longer supported by
Entrust. This tech note is provided for completeness since the feature still appears in
Check Point GUI's.

The entrust.ini file being used by the VPN-1 NG FP-1 has Fips Mode turned on.
[FIPS Mode]

FipsMode=1

Therefore the VPN-1 NG FP-1 fails on the FIPS Mode check and cannot login into the
Entrust CMS toolkit. To solve this problem you will need to modify the entrust.ini file
and change the value above from 1 to 0.

FipsMode=0

To put this change into effect you will need to reselect the entrust.ini file for the Entrust
CA server object that you created earlier.

1 Select Manage > Servers from the Menu Bar of the VPN-1 NG FP-1.

2 Double-click(or select the object and then select Edit) on the Entrust CA server
object created earlier.

3 Select the Entrust PKI tab and select Get under the " Configuration" selection to
select the entrust.ini file.

4 Browse to the location of the modified entrust.ini file, select it and select Open.
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5 select OK.

When this is done then retry to initialize/recover the Firewall user.

Failed to register key (-3236) ASN.1
encoding/decoding failure

Problem

When trying to initialize or recover the Firewall object certificate you get the error:
Failed to register key (-3236) ASN.1 encoding/decoding failure

In the manager.log file on the CA you will see something like:

[-02923 Infrastructure Error.] Received PKIX error message from '(Reference Number
Used)' [-996, '(-996)'].

In the mgraudit.log file you will see something like:

[-07805 PKIX key recovery request error.] Event: Done to > '(Reference Number Used)'
: Received PKIX error from '(Reference Number Used)' [-996, '(-996)'].

[-07866 Failed to receive key recovery acknowledgment from the client application.
The new user certificate has been revoked.]

This example was for recovering the user, but the same results would occur for
initializing the user as well.

Solution

Note that the use of the Entrust/PKI enroliment method is no longer supported by
Entrust. This tech note is provided for completeness since the feature still appears in
Check Point GUI's.

The problem here is that the Client Application (VPN-1 NG FP-1) made a request to the
Security Manager to have its digital ID initialized/recovered. Since we are using
Microsoft Active Directory (DC components) the reply back to the client application was
not understood. Therefore the Security Manager failed to get a response back from the
Client and revoked the client's certificate.

The entrust.ini file does not have the information contained (or is partially missing or
incorrect) for DC Components. Therefore check back to the section "Modifying the
Entrust.ini file" in the Chapter on Preparation to make the necessary changes.
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Once the entrust.ini file is modified then:

1 Select Manage > Servers from the Menu Bar of the VPN-1 NG FP-1.

2 Double-click (or select the object and then select Edit) on the Entrust CA server

object created earlier.

3 Select the Entrust PKI tab and select Get under the " Configuration" selection to

select the entrust.ini file.

4 Browse to the location of the modified entrust.ini file, select it and select Open.

5 select OK.

You will then need to set the VPN-1 NG FP-1 User into Key Recovery. (Check the
Entrust Admin Guide for details on Key Recovery) Then recover the firewall user's
certificate on the Firewall object.

Failed to register key: Internal Error:
(-1666)
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Problem

When trying to initialize or recover the Firewall object certificate you get the error:
Failed to register key: Internal Error: (-1666)

On the Security Manager in the manager.log you see:

[-02908 The system time at the key management service and the client application
differ by more than 2 hours.]

Solution
Note that the use of the Entrust/PKI enrollment method is no longer supported by
Entrust. This tech note is provided for completeness since the feature still appears in

Check Point GUI's.

The problem here is that the client machine (VPN-1 NG FP-1) and the Security
Manager are out of sync by more than 2 hours (the buffer Entrust allows). Therefore

you would check the DATE/TIME/TIME ZONE on the client machine and compare that

to the Security Manager machine.
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When changing the DATE/TIME/TIME ZONE it is best to change it on the client
application (if it does not mind a time change). As changing the time on the Security
Manager can throw certificates out of their validity period. If you need to change the
time on the Security Manager machine it is best to check with Entrust Support to see if
this will cause any problems for you.

Users Authenticate Successfully but
cannot Access the Internal Network

There could be a number of reasons for this. However here are a couple to check out.

1 It maybe possible that the flag "Exportable for VPN-1 SecuRemote/SecureClient"
was not selected under the Firewall Network object in the Topology section. If
not then the VPN-1 SecuRemote client does not know about the network
topology and cannot gain access. Check this flag and then select OK. After this
you will have to install/re-install a new Policy on the Check Point Firewall. Refer
to the section Installing the Security Policy on the Firewall in this guide.

2 Are there network issues beyond the firewall itself. In otherwords the VPN-1
SecuRemote client can get to the Firewall to authenticate but could not find its
destination. Always check the Log Viewer on the VPN-1 NG FP-1 to give you
more clues to the problem.

Error: Communication with gateway
(Gateway Name) at site
XXX XXX XXX XXX failed

Problem

There could be many reasons why this error occurs. Some of them include:
1 Network connectivity is not established between the client and firewall.

2 The firewall has lost connection to the LDAP Server and as a result the Firewall
logs reports the action being dropped because user is unknown.

3 The VPN-1 NG FP-1 is down.
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Solutions

You will need to check the following.
1 There is connectivity between the firewall and client.
2 Check to see if there is connectivity between the firewall and LDAP server.

3 Check to see if the Firewall services are running.

Error: Site xXxXx.xxxX.xxx.xxx says that
it is not a Certificate Authority.

Problem

When trying to download the topology of the VPN-1 NG FP-1 onto the VPN-1
SecuRemote machine you receive the error:

Error: Site xxx.xxx.xxx.xxx says that it is not a Certificate Authority.

Solution

On the VPN-1 NG FP-1 from the menu bar (Policy >> Global Policy) in the Desktop
Security section "Respond to unauthenticated topology requests (IKE and FWZ)." is
selected. You will need to deselect this option and then re-install the Policy on the
Firewall.

Negotiation with gateway at site
X XXX XXX XXX has failed.
Certificate is revoked.
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Problem

As the error suggests the client cannot authenticate to the firewall because their Entrust
certificate is revoked. When authenticating to the firewall it checks the Entrust CRL to
see if the user's certificate is revoked. If it is then it will display the error:

Negotiation with gateway at site xxx.xxx.xxx.xxx has failed. Certificate is revoked.
(DN of the user revoked)
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when the user tries to authenticate.

Solution

The user will have to be recovered through the Security Manager Administration. Again
the process can be completed on the Security Manager Administration and the new
digital ID then sent to the client, or they can establish a tunnel to the Firewall and use
the authorization code and reference number to complete the Recovery (On the VPN-1
SecuRemote window you would select Certificates >> Recover).

Once the user is recovered they should be able to authenticate to the firewall.

Negotiations with gateway at site
XXX XXX.XXX.XXX has failed. User
(DN) unknown.
Problem
When you try authenticating to the VPN-1 NG FP-1 you receive the error:
Negotiations with gateway at site xxx.xxx.xxx.xxx has failed. User (DN) unknown.
Therefore the client is unable to authenticate.
Solution

The problem is the LDAP Account Unit is trying to find this user in the LDAP Server and
cannot. This could be caused by many different reasons.

1 The user is not in the LDAP server. Check and make sure the user Exists.

2 The information contained on the LDAP Account Unit is incorrect. This would be
especially true if all users where having this problem. Check the properties on the
firewall for the LDAP Account Unit that you created. Such as the dn and password
of the directory administrator that you are binding with. The directory object that
you have selected and port number. Also the branch(es) that you are fetching. If
the branch is lower than the level the user is on it will not see the user.

One of the tests you can perform is to select the "Users" tab in the left-hand
pane of the Policy Editor window.

5]
| |
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Here you will see the LDAP Account Units that you have defined. Simply
double-click on your LDAP Account Unit and it will then bind to your LDAP
server. It will then display the branches that it fetches. From here double-click on
the level where the users are added and then check to the right-hand window
pane to see if you see the user listed. If not then the user may not exist or is in the
wrong branch.

If you receive an error "Binding to LDAP Server: Failed to bind to the LDAP server

- wrong password or wrong login dn", then go back and check the LDAP Account
Unit defined to make sure the Directory Administrator information is correct.

3 There maybe some network problems getting to the LDAP Server.

Could not validate the Certificate used
by gateway
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Problem

This error came as a result of our testing of the environment. We were testing what
would happen when we had the Firewall certificate set for key expiry and then allowed
the certificate to expire. Since this was the last test of the day we did not reset the key
update options nor did we recover back the certificate. The next day we then started by
trying to authenticate to the firewall with the VPN-1 SecuRemote client. As a result we
got the error on the client:

Could not validate the Certificate used by gateway xxx.xxx.xxx.xxx at site
xxx.xxx.xxx.xxx CA Certificate is missing in the token.

On the firewall log viewer we saw:
IKE: Main Mode Received Notification from Peer: invalid certificate

When we checked the status of the Firewall certificate in the Security Manager
Administration we discovered the certificate was expired and we have not recovered
the digital ID.

Solution

To solve this problem you would need to recover the firewall certificate if it has expired,
in the Security Manager Administration. Also before recovering the firewall certificate
take a look at the Key Update options for that user (Double-click this user and bring up
their property screen (in Security Manager Administration) and then select the "Key
Update Options" tab). Make sure you have the correct options selected here before
you recover the digital ID.
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Once the digital ID was recovered back to the firewall, it resolved our problem.

(-11530) Client was expecting a DN
change

During logging into Entrust Login through the IPSec tunnel the user may experience the
error:

"(-11530) Client was expecting a DN change but new certificate from CA did not
contain a DN change"

The cause here is that the user in Entrust can see their directory entry but cannot find
their certificate in this directory entry. As a result Entrust believes the user is set to a
state of "DN Change". However the account information on the CA itself does not
indicate this. The problem is the client does not have sufficient access to the directory to
be able to view their certificate.

Solution

The solution is simple in nature, give the client permission to view their certificate.

However it is complicated by the nature of giving this permission. As stated in the
beginning of this document there are two possible methods:

1 Have them login to the domain.

2 Give users anonymous read access to the Directory.

In either case the solution will depend on your setup and corporate policy on security.

Note: For more troubleshooting information you can use the Entrust and Check Point
Knowledge bases located at:

Entrust Knowledge Base - https://www.entrust.com/support/
(Here to search the knowledge base select "Knowledge Base".)
Check Point SecureKnowledge Base - http://support.Check Point.com/login.html

(Username and password required for both)
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Cannot Complete Certificate Chain

Problem

When trying to authenticate a user on VPN-1 SecuRemote client with VPN-1 NG FP-1
using a Subordinate CA you receive the error:

Negotiation with gateway XXX at site xxx.xxx.xxx.xxx has failed. Cannot complete
certificate chain (User DN).

One of the causes of this could be that the digital ID you are trying to authenticate to
the firewall with is a digital ID created with the Root CA. The firewall certificate has it
certificate with the Subordinate CA. Therefore when it looks at the certificate that it is
signed with (verifying) it does not know about the certificate chain of the Subordinate
to the Root CA. Also in this test both the Root CA and Subordinate CA had entries in

the same Microsoft Active Directory.

Solution

Make sure the digital ID being used is with the same CA (Subordinate or Root).

The Digital Certificate could not be
Verified
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Problem

When using VPN-1 SecuRemote NG FP-1 without Desktop Manager on the client
machine and using certificates in an Entrust CA Hierarchy, the user authenticating may
see the following error displayed:

The digital certificate could not be verified. Possibly the signer's key file has not been
imported into your personal address book.

The problem is associated to the files that the client has created and cached to the local
system. With VPN-1 SecuRemote NG FP-1 only on the machine the client will only be
able to create the users files *.epf and *.pch associated with the user's digital ID.
Therefore it will not have information about the CRL and ARL that is associated with
the CA Hierarchy and not be able to verify the signature from the Subordinate CA.

Solution

The solution would be to install the Desktop Manager 6.0 (patch 46190EN) client on
the client machine as well. Then when the user creates their digital ID they will also
create the *.epf, *.pch, *.xcc, *.pab, *.ckl, *.crl, *.cch, *.arl files associated with this
digital ID.

CHAPTER 8
Troubleshooting



CHAPTER 8 111
Troubleshooting



112 CHAPTER 8
Troubleshooting



Chapter 9

Known Issues

This section contains a small list of known issues relating to the present setup of
using VPN-1 NG FP-1.
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Known Issues
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The following are known issues at time of writing for customers using Check Point NG
FP1 with Entrust products. Refer to the Entrust Support Knowledge Base
(www.entrust.com) [Username and Password required] for current status.

Issue 1 - Using Entrust Entelligence with the VPN-1 SecuRemote NG client build
number 51057.

When you have deselected '‘Don't use Entrust Entelligence in the Future'
(Certificates > Enable/Disable Entrust Entelligence on the VPN-1 SecuRemote
client) and therefore will use the Entrust Entelligence login screen to authenticate.
At this point the Browse button becomes disabled, not allowing you to select
your Entrust digital ID.

Workaround

Use the Entrust Key Icon in the system tray to login to Entrust off-line first.
(Right-click then 'Log In to Entrust'. Then make sure 'Work Off-line' is selected.)
Then log out of Entrust from the Entrust Key Icon.

At this point you will then have the correct digital ID on the Entrust Login screen
when authenticating.

Note: Check Point has a hotfix available (SHF_DT_FP1_0001.zip) if you are
running VPN-1 SecuRemote NG FP-1 and using a version 5.x of the Entrust/PKI.
Contact Check Point Support. This hotfix resolves this issue.

After authenticating the IPSec tunnel, VPN-1 SecuRemote does not log you into
Entrust Entelligence. This is a known issue reported on the Check Point site with
the work around as applying the Hot Fix from Check Point (as discussed in the
previous issue).

Another workaround to this issue you can manually login on-line or off-line to
Entrust after you established the IPSec tunnel. (Right-click on key icon in system
tray and select Login To Entrust.

Note: Check Point has a hotfix available (SHF_DT_FP1_0001.zip) if you are
running VPN-1 SecuRemote NG FP-1 and using a version 5.x of the Entrust/PKI.
Contact Check Point Support. This hotfix resolves this issue.

Both of these fixes are scheduled to be included in VPN-1 SecuRemote NG FP-2.
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Issue 2 - VPN-1 SecuRemote Only Installed on the Client Machine

VPN-1 SecuRemote NG (build 51057) does not allow Entrust users without Entelligence
Desktop Manager installed to change from offline to online operations. To enable
online operations, such as Entrust's automatic key update, with this version of VPN-1
SecuRemote NG, Entelligence Desktop Manager must be installed.

Issue 3 - Trying to get Entrust/SignOn working with VPN-1 SecuRemote

At present Entrust/SignOn will not work with VPN-1 SecuRemote NG FP-1. This is due
to be fixed in the FP-3 release of VPN-1 SecuRemote NG.

Microsoft Active Directory Support

Binding to the Microsoft Active Directory can be accomplished through either Windows
Authentication (by default) or by anonymous bind. Anonymous binding is not enabled
by default in Active Directory. For the purposes of this solution guide anonymous read
access was granted on the Active Directory for two reasons:

1 The version of Check Point VPN-1 tested (NG FP1) did not natively support Active
Directory and therefore without anonymous read access it could not bind to the
directory to retrieve CRLs.

2 If the client does not make use of Windows Authentication when they log into
their computer they will not be able to bind to the Active Directory and thus will
not be able to go On-Line with Entrust for key management. Note this requires
that the entrust.ini is configured for anonymous bind to Active Directory using

AuthMethod=anonymous

on the client entrust.ini file under the section [Directory Connection Settings].

When using VPN in a Microsoft Active Directory environment you should be aware of
the compatibility of both the Gateway and Client when rolling this out. Verify how the
specific version of the VPN product works with Active Directory and also check the
Entrust Support Web Site (https://www.entrust.com/support/) for updates.
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Entrust Documentation
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In addition to the documentation provided on the software CD's, many documents are
available on the Entrust Support Web Site (www.entrust.com/support/). The following
are documents relevant to customers deploying Entrust with Check Point VPN Products.
Entrust Security Manager 6.0

Release Notes

[Location -
https://www.entrust.com/support/documentation/product_docs.cfm?folderlD=745]

. ReadMe 6.0 for Windows OR ReadMe 6.0 for UNIX

User Guides

[Location -
https://www.entrust.com/support/documentation/product_docs.cfm?folderID=746]

o Installing Entrust/PKI 6.0 on Windows OR Installing Entrust/PKI 6.0 on UNIX

o Administering Entrust/PKI 6.0 on UNIX OR Administering Entrust/PKI 6.0 on
Windows

o Using Entrust/PKI 6.0 on Windows OR Using Entrust/PKI 6.0 on UNIX

White Papers

[Location -
https://www.entrust.com/support/documentation/product_docs.cfm?folderID=747]

. Using Microsoft Active Directory

o Schema Requirements with Active Directory

Entrust Authority Enrollment Server for VPN

The documentation for this can be found directly on the CD or on the computer once
installed (c:\Program Files\Entrust\Enrollment Server for VPN\)
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o user_guide.pdf

o release_notes.pdf

Entrust Authority Self-Adminstration Server

The documentation for this can be found directly on the CD or on the computer once
installed (c:\Program Files\Entrust\Self-Administration Server\Documentation\)

. release_notes

. Self-Administration Server Guide

Desktop Manager 6.0

[Location -
https://www.entrust.com/support/documentation/product_docs.cfm?folderlD=560]

. Quick Start Guide

. ReadMe 6.0

Desktop Manager 6.0 SP1

[Location -
https://www.entrust.com/support/documentation/product_docs.cfm?folderiD=730]

. Release Notes

CHAPTER 10

Appendix A - Additional Reference Material

119



Check Point Documentation
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See the Check Point Support Web Site
(http://www.checkpoint.com/support/technical/documents/index.html) for the
following useful documents.

Check Point NG FP-1

[Location -
http://www.checkpoint.com/support/technical/documents/docs_ngfp1.htmi]

NG FP1 Getting Started

o NG FP1 Management Guide

. NG FP1 User Management Guide
o NG FP1 Reference Guide

o FireWall-1 NG FP1

o Virtual Private Networks NG FP1
. Connect Mode/ Office Mode

. VPN-1 SecuRemote/ SecureClient NG FP1 Administration Guide

Release Notes
. VPN-1 SecuRemote/ SecureClient NG FP1 Build 51057

. NG FP1 Suite

Nokia Documentation at Check Point

[Location -
http://www.checkpoint.com/support/technical/documents/docs_nokia.htmi]
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Appendix B - Sample
Entrust.ini files

This section contains an example of entrust.ini file that were used in the testing
of this environment.
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Entrust.ini File
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Below is a sample of the entrust.ini file used for the VPN-1 SecuRemote client.

[ Entrust Settings]

; the long timeout is needed for first time init with luna ca
d i ent Socket Ti meout =240

Aut hority=192. 168. 0. 30+829

Manager =192. 168. 0. 30+709

Server=192. 168. 0. 30+389

Def aul tdi gital |DLocation=

Encr ypt W t h=Cast

Cl i ent Type=Heavy

Maxi munCr ossCer t Nodes=20

CrossCert CACacheSi ze=5

Ar | CacheEnabl ed=1

CrossCert CRLCacheSi ze=8

Cr ossCer t CACacheEnabl ed=1

CrossCert ARLCacheSi ze=8

Cr ossCert Debug=0

Cr| CacheEnabl ed=1

Certificat eCacheEnabl ed=1

CertificateCacheSi ze=50

Sear chBase=cn=User s, dc=ent r ust , dc=com

Si gni ngKey=RSA- 1024

; by default session credentials are valid for 1 week
Def aul t Credenti al s_ti ne_req=604800

Def aul t Cont ext _ti ne_req=3600

ProgDir=

Instal I Dir=

CA Di sti ngui shed Nane=cn=Entrust CA, cn=Al A cn=Public Key
Servi ces, cn=Ser vi ces, cn=Conf i gur ati on, dc=ent rust, dc=com

[Directory Connection Settings]
Di rect or yPr ot ocol =LDAPV3

Di rect orySear chSi zeLi ni t =300

Di rect oryOperati onTi meLi m t =30
Di rect or yConnect Ti meLi mi t =30
UseBi nar yOpt i onDef aul t s=0
Prevent Fi | ter Opti ons=1

Aut hivet hod=W nAut h, anonynous
LDAPModi f yOper at i on=Repl ace

[ X500 Search Data Structure]
dat a0=sn, Last Name, 24

[ X500 Group Data Structure]
dat a0=cn, Nane, 30, d

[ X500 Di splay Data Structure]
dat a0=cn, Nane, 30, d
dat al=sn, N A, 30

[ X500 Sorting Data Structure]
dat a0=sn, N/ A, 30

[ O DAl as]
; Al'i asNanme=Al gNane
domai nConponent =dc

[ O Drabl €]
; Al gNane=Nuneric Ohject ldentifier
dc=0. 9. 2342. 19200300. 100. 1. 25
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[ X500At t r Synt ax]
; X500Attri but eType=X500Synt axNane
dc=Il A5St ri ngSynt ax

[ PEVAI gNanes]
; PEM Al gorithm Nanme=X. 500 Al gorithm Nanme
[ DOs Ext ensi ons]
BAT=34
C=36
TXT=15
CVD=34
COVF34
CPP=36
Csv=10
CXX=36
DBF=25
DI F=11
DLL=34
DOC=14
EPS=29
EXE=34
H=36
MPC=18
MPP=16
MPV=19
MPWE20
MPX=17
PVA=26
PPT=32
PT4=27
PUB=21
RDY=24
RTF=15
SI T=30
SLK=07
STY=15
SYS=34
TEM=27
Tl F=28
TPL=27
TXT=35
WK1=09
WK3=33
WKS=08
WRD=15
XLA=05
XLC=01
XLM=10
XLS=09
XLT=06
XLWE04
FRM=37
M D=38
PDF=39
LSO=40
I LY=41
| FMF42
| PK=43

[ Mac Types]

01=XCEL, XLC3; M Excel 3.0 Chart

02=XCEL, XLS3; MS Excel 3.0 Spreadsheet
03=XCEL, XLM3; MS Excel 3.0 Macrosheet
04=XCEL, XLWB; MS Excel 3.0 Wrkspace
05=XCEL, XLA; M5 Excel 3.0 Add-in McroFile
06=XCEL, SLM3; MS Excel 3.0 Tenplate File
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07=XCEL, TEXT; M5 Excel 3.0

08=XCEL, XLC4; M5 Excel 4.0 Chart
09=XCEL, XLS4; MS Excel 4.0 Spreadsheet
10=XCEL, XLM4; MS Excel 4.0 Macrosheet
11=XCEL, XLW}; MS Excel 4.0 WrkSpace

12=XCEL, XLA; M5 Excel 4.0 Add-in MucroFile

13=XCEL, XLT; M5 Excel 4.0 Tenplate File

09=XCEL, XLS5; Excel 5.0 workbook, tenplate

09=XCEL, XLS; Excel 2.2 worksheet

14=MSWD, WDBN; MS Word 5.1 Docunent

15=MBWD, TEXT; MS Word 5.1 Docunent

14=MSV\D, W6BN;, Word 6. 0 docunent

14=Fr aB, FASL; FraneBuil der 4.0.2 docunent

15=MBWD, RTF; Word rich text fornmat

15=LMAN, TEXT; Word 2.x, WordPerfect 5.0, 5.1 (DOS) 5.x (W ndows)
16=MsPJ, MPP; M5 Proj ect
17=MsPJ, MPX; M5 Proj ect
18=MsPJ, M°PC, M5 Proj ect

Exchange Fil e

19=MsPJ, MPV; M5 Proj ect Cal endar s
20=MSPJ, MPW M5 Proj ect Vi ews
21=ALD3, ALB3; Pagemaker Publ i cati on
22=ALD3, ALT3; Pagemaker Tenpl at e

W W W W w00
[eleolololololole]

23=ALD3, Tl FF; Pagemaker Ti ff Graphics

24=MORE, TEXT; Symantec Mre File

25=FOX+, F+DB; FoxBase Pl us

26=ALD4, ALB4; Pagenaker 4.0 Publication

27=ALD4, ALT4; Pagermaker 4.0 Tenpl ate

28=ALD4, Tl FF; Pagermaker 4.0 Tiff G aphics

29=ARTZ, EPSF; Adobe ||| ustrator

30=SIT!,SIT!'; Aladdin Stuffit

31=PPT2, SLD2; MsS Power Point 2.0

32=PPT3, SLD3; MS Power Point 3.0, 4.0 Presentations
33=L123, LVK3; Lotus 1-2-3

34=LMAN, DEXE; LMAN Execut abl es

35=ttxt, TEXT; Teach Text Docunent

36=KAHL, TEXT; Synmantec Thi nk-C Source File
37=Fram FASL; FraneMaker Docunent

38=QmdF, TRAK; Qui ckTi ne M di

39=CARO, PDF; Adobe Acrobat Reader

40=EVAG EMBF; EMAG C Logic song file

41=| Des, | Lay; | nforned Designer Form Tenpl ate
42=] Mgr, | Doc; Inforned Filler Form Data

43=| Myr, | Pkg; Inforned Filler Package

[ ASH | nf or mati on]

ASHSer ver =192. 168. 0. 30

ASHPort =710

ASHdn=cn = ASH Servi ce, cn=Entrust CA, cn=Al A cn=Publ i c Key
Servi ces, cn=Ser vi ces, cn=Conf i gur ati on, dc=ent r ust, dc=com
PKI Ver si on=5

[Login Strings]
Message=<None>

[ FI PS Mode]

Et Admapi Nane=et adnapi

Fi psMbde=0

et admapi Aut h=DES- MAC, 64, 603BDC13C5DA9D23: CAST3- MAC, 64, 64, AAA4799FFA90098F
ent r ust r aAut h=DES- MAC, 64, 3033E4EC36CD61E8: CAST3- VAC, 64, 64, 0088BF3B895028A9
Ent adni nAut h=DES- MAC, 64, 3033E4EC36CD61E8: CAST3- MAC, 64, 64, 0088BF3B895028A9
ent adm nNanme=ent r ust RA
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