White Paper Security and the Sun™ Java System Web Server

Security and the Sun™ Java System
Web Server

White Paper
October 2003




Table of Contents

Introduction .......ccniiiii i i i i i i e it et a e 1
Security By Design .. ...oiiiiiitiii ittt it et i aa e 2
SeCUre SOCKETS LAy el .« v vt ettt et e e e e e e 2
External Modules . . . ...t e 3
SSLADMINISEIration . ..o vttt e 3

ACCeSS CoNtrol . .o e et e 3
Specifying Restricted RESOUICES . vt vt ittt it e e e et et e e e ieeenns 4
Specifying Authorization Constraints . .........cu i, 4

Access Control Through .htaccess .......viiiiiii it i ii i 6

Virtual Server SUPPOrt ..ot e e e e 6
Architectural SECUNItY .« v vttt e e e e e ettt et e e 6

Sun Java System Web Server Resistance to Attacks ........................ 7

Security By Default ...........iiiiiiiiii ittt ittt itereeraraeaanaaaans 8
Deployment Security . .......oiiiiiiiiiiii i i i i i i i i i 9
Running in chroot ENvironments ...ttt et e e e e 9
Multiplatform Benefits . .....coii i e e e e e 9
Web Application SecUrity . ... ccvtiniiii ittt ittt ietateeeteararataeacananas 11
Administration Security ...ttt i i it ittt a e 12
Special Administration Access Controls . .....vv vttt it i 12
Tested SECUNItY .. vvvtititit ittt ieieeereeaeeeenenaranasaeaesasasnsanananenss 13

Track RECOKd ..o eiiii ittt ittt ittt teeeneeeeneeaensecensasensnseanasnnnns 14



Introduction P1

Chapter 1

Introduction

This document provides a brief overview of the security services and related aspects of the Sun™
Java System Web Server (formerly Sun ONE Web Server). Links are provided to documentation

that should be consulted for a more detailed description of the features summarized in this paper.
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Chapter 2

Security By Design

Secure Sockets Layer

The Java System Web Server fully supports both Secure Sockets Layer* (SSL) v2 and v3 and Transport
Layer Security (TLS) with all common algorithm combinations. Java System Web Server security
functionality is implemented using the Network Security Services (NSS?) libraries. Through NSS,

the Java System Web Server supports a wide range of security standards and functionality, as well as
gaining the stability and performance of a well-tested and widely used implementation.

In order to match the security needs of various Web services, virtual servers, and server
instances, which may be needed in customer installations, Java System Web Server SSL support is
highly configurable. It can manage multiple server certificates that can be mapped to various
server instances, virtual servers, or listen ports for maximum deployment flexibility.

In general, Java System Web Server instances may listen on any number of ports, and each listen
port can be defined to be SSL enabled or not. For each listen port where SSL is enabled, the
implementation and behavior parameters can be individually configured. Some of the configurable
attributes include:

* Which server certificate will be used to identify the server on a given port
* Which crypto module is used to process the requests on a given port
* Which digest/encryption/signature algorithms are supported on a given port

e Whether client authentication (two-way SSL authentication) is required on a given port

1. sun.com/docs/manuals/security/sslin/index.htm

2. mozilla.org/projects/security/pki/nss/
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¢ Whether authenticating clients must be known users present in the LDAP user database (see
authentication section later in this document) on that port

« File paths may be specified that require a certain level of protection on the connection, based
on active encryption key size (this enables the user to prevent certain documents from being

transmitted over a channel deemed insufficiently secure for the type of document)

External Modules

Crypto modules that implement the PKCS#11 interface can be plugged into the Java System Web

Server, thus delegating some or all storage and processing to such external modules. Depending

on the specific capabilities of the external module, this can be done for a number of reasons,

including:

¢ Cryptographically strong hardware-based random number generators for key generation assure
good key material.

¢ Tamper-resistant hardware for storing cryptographic key material provides increased protection
for private keys versus storing them in software.

¢ Off-loading computationally intensive crypto processing to the external module, often powered
by hardware crypto accelerators, delivers performance benefits.

¢ Implementation or enforcement of customized key generation, storage, usage, or backup

policies provides an extra level of protection for the essential private keys used in SSL.

SSL Administration

The Java System Web Server administration server provides a convenient user interface for managing

all aspects of the certificate life cycle. Some of the certificate-handling Ul functionality includes:

¢ Server key generation and certificate request generation

* Automated certificate request transmission to a Certificate Authority (CA); all well-known public
CAs are preconfigured, or the administrator can specify their own

¢ Receipt and storage of certificate from CA; certificates and keys may be stored in the built-in,
file-based implementation or using any mechanisms provided by external modules, as
described previously

¢ Processing Certificate Revocation Lists (CRLs) and Compromised Key Lists (CKLs)

For step-by-step procedures on how to use these services, refer to the Securing Your Web

Server® section of the Sun Java System Web Server Administrators Guide.

Access Control

The Java System Web Server supports flexible access control configurations that enable administrators

to restrict access to server resources based on a number of possible criteria. Access control rules

are specified in Access Control List (ACL) files. Each ACL entry consists of one or more Access

Control Entries (ACEs). ACL entries define what is protected and what is required to gain access.

The following sections describe the various combinations supported by the Java System Web Server.
For step-by-step details on how to configure Java System Web Server access control functionality,

refer to the Access Control* section of the Sun Java System Web Server Administrators Guide.

3. docs.sun.com/docs/manuals/enterprise/60sp1/ag/esecurty.htm

4. docs.sun.com/docs/manuals/enterprise/60sp1/ag/esaccess.htm
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Specifying Restricted Resources

In order to design an access control policy, the first step is to categorize which resources available

from the Web server are to be protected in some way. The Java System Web Server supports multiple

selection criteria that can be used to mark a set of resources as protected:

* Global — Global restrictions that apply to all requests across all managed instances

* By server instance — Restrictions that apply to a specific Java System Web Server instance

By virtual server— Virtual server restrictions that can be specified simply by stating restrictions on
the appropriate file paths (for more distributed virtual server administration, each virtual server
can be assigned an individual ACL file that can contain its independent set of access
restrictions)

* By file path — Specifies restrictions based on file system paths

e By URI path— Specifies restrictions based on accessed URI paths

* By file type (extension) — Specifies restrictions based on file type extensions

Specifying Authorization Constraints

The next step in designing an access control policy is to decide, for each protected resource, what

conditions must be met in order to gain access to it. Again, the Java System Web Server offers several

possible decision criteria:

 Client host — Only named hosts or IP addresses are allowed access to the controlled resource.
Wild card patterns can be given to match specific subnets or DNS namespaces.

e Time — Access is allowed only during given time periods or days.

* Connection type — A constraint can be given to require an SSL connection in order to grant the
authorization. This can be used to assure that certain content will never be transmitted in the
clear. Specific SSL/TLS ciphers can also be required on the connection in order to grant access.

* Authenticated user or group — Access is granted if the request is coming from any authenticated
user, a specified user, or a user belonging to a given group. In order to establish whether this is
the case, the requesting user must be authenticated. Supported authentication mechanisms
are discussed in the next section.

e ACL syntax — While the existing ACL syntax is quite flexible, it cannot cover all possible
conditions an enterprise may wish to specify. For this reason, the Java System Web Server supports
custom loadable authentication service (LAS) modules that can be developed by the customer

to address any special needs.

For details on how to develop custom authentication modules to be used in ACL definitions,
refer to the Access Control Programmer’s Guide®.

Authentication Support

Authentication support requires that the Java System Web Server be configured to access an LDAP
server. The Java System Directory Server, OpenLDAP, and even Microsoft Directory can be used for user
and group information. The Java System Web Server supports using SSL on the connections to the

LDAP server in order to protect the user data over the wire.

5. docs.sun.com/docs/manuals/enterprise/50/pg/1-intro.htm#13631

© 2003 Sun Microsystems, Inc.
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Several mechanisms are supported for establishing an authenticated identity for the request
being processed, including:
¢ HTTP Basic — As defined in RFC 2617°. If basic authentication is configured for a resource, the
Java System Web Server intercepts the requests and responds with the authentication request,
prompting the client browser to request user and password from the user. This user login
information is validated against the configured LDAP server. This is the most widely used Web
authentication protocol, however, unless combined with session encryption (e.g., SSL), it is not
secure, because login information is sent in the clear.
HTTP Digest — As defined in RFC 2617. Similar to basic authentication, but the client computes

a hash of its login information combined with some request-specific data. Only this hash
(digest) is sent over the wire, so the authentication data is not compromised if intercepted. Not
all browsers support this, therefore, it is not very widely used. Digest authentication is
implemented as a directory plug-in (for the Java System Directory Server 5.0), thus the plain text

user password is only known by the directory and never exported, further improving its security.

SSL Client Authentication” — Requires the client to posses a valid SSL certificate issued by a CA
that is configured as trusted in the Java System Web Server. If the certificate is valid, a mapping is
established using preconfigured rules® to some user in the LDAP directory, and this value is used
for subsequent ACL processing. In addition to the configurable certificate mappings, custom
programmatic mapping modules can be written to address specialized circumstances. (For full

details, see the Certificate-Mapping Programmer’s Guide®.)

SSL authentication can be done in several ways. This is the most complete form. There are
less complete forms, including:
e Enable SSL for the server and simply require that the client have a certificate from a trusted CA
 Using ACLs that simply require that a client certificate was issued by any trusted CA or that a

certificate be issued from an internal CA

For detailed information on how the Java System Web Server administration server supports
administering LDAP user data, refer to the Managing Users and Groups® section of the Java System
Web Server Administrators Guide.

The previously mentioned LAS mechanism can also be used to integrate the Java System Web
Server with other data sources for user and group data instead of using the default LDAP directory
support. This provides customers with the ability to link against existing enterprise or legacy user

authentication sources.

6. www.ietf.org/rfc/rfc2617.txt

7. docs.sun.com/docs/manuals/security/sslin/index.htm

8. docs.sun.com/docs/manuals/enterprise/60sp1/ag/esecurty.htm#16636
9. docs.sun.com/docs/manuals/enterprise/50/pg/1-intro.htm#31826

10.docs.sun.com/docs/manuals/enterprise/60sp1/ag/esusrgrp.htm
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Access Types

In addition to the previously documented cases, access can be granted for only a limited set of
operations in combination with any of the other constraints above. The following access
operations are supported:

* Read — Allow reading the files

* Write— Allow modifying or moving the files

* Execute — Allow execution of server-side executables

* Delete — Allow removal of files (in conjunction with write permission)

* List — Allow listing directory contents

Info — Allow accessing meta-information about a given resource

Access Control Through .htaccess

The Java System Web Server also supports the common .htaccess file format for specifying per-
directory access control restrictions. ACL processing is done first, if applicable, and then the
.htaccess directives, if any, are processed.

Using .htaccess is attractive for distributing the management of access control restrictions
among users who control various segments of the document tree but do not have access to the
Java System Web Server administration system. For example, an Internet service provider (ISP) that
will not grant Java System Web Server configuration access to its customers can still allow each

customer to control their Web content through .htaccess files in their Web document directories.

Virtual Server Support

As noted previously, each virtual server can have its own ACL files in order to facilitate distributed
management. Additionally, user databases used for authentication may be mapped on a per virtual
server basis in order to support different sets of users on each virtual domain. This would be
typical in, for example, an ISP installation where each virtual server may belong to a different
customer or entity.

Architectural Security

While every security exploit is different and makes use of different entry points, the majority of

successful attacks fall into a few common categories:

 Buffer overflow attacks — Perhaps the most common type of attack, this attack takes advantage
of faulty memory buffer management to inject some exploit code onto the server process stack
and execute it. Code Red is a good example (affecting only Microsoft 1I1S Web servers).

* Exploit of other specific bugs — This type of attack generally attempts to invoke some
otherwise valid request in a carefully constructed fashion in order to trigger some bug in the
server code. An example of this is the Nimbda worm (affecting only Microsoft IIS Web servers).

* Denial of service attacks — This attack floods a server with overwhelming traffic in order to
slow it down or crash it. Ultimately, it is impossible to clearly separate excessive legitimate

traffic from a denial-of-service attack, but some tactics can be used to reduce susceptibility.

© 2003 Sun Microsystems, Inc.
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Java System Web Server Resistance to Attacks

The primary method used by the Java System Web Server to protect against these types of exploitable
bugs is through code reviews. Since the most common attack models are known, it is frequently
possible to predict many of the locations where such bugs may exist and find them through code
inspections instead of waiting until an exploit shows up in the field.

Of course, not all exploits will be avoided, but such preventive efforts can go a long way.
Inevitably, some errors will occur at some point in time. Knowing this, it is also useful to consider
whether the server architecture offers any secondary defenses during such events. Along these
lines it is interesting to look at the case of Microsoft IIS, which executes in kernel space. The
implications of such a design are severe. Any bugs in the Web server will bring down the entire
system. Any successful exploits that can execute arbitrary code on the Web server will have
unlimited access to all services and resources on the affected host.

The Java System Web Server runs as a regular process in user space and does not need to run
with root privileges. This means that even if the Java System Web Server were to be compromised,
the underlying system can remain secure (assuming the system has been properly configured).
Similarly, crashing the Java System Web Server will only bring down the Java System Web Server,
notthe entire server (and the Java System Web Server watchdog will often succeed in quickly
restarting the Web server automatically).

When running on the Solaris™ Operating System (0S), even further lines of defense can be
established if desired. Running in a chroot environment offers an extra line of defense that can be
applied on all supported UNIX® (and UNIX-like) operating systems, including the Solaris OS.
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Chapter 3

Security By Default

One of the most common causes of server security incidents is the installation of insecure default
configurations done under the assumption that production deployments will always properly
reconfigure the system as documented. In practice, default installation values are often kept as is,
so any weaknesses become popular attack targets.
Common examples of insecure default installations include:

¢ Default passwords
* Demo/test content with CGI scripts or other dynamic content with exploitable security holes

(for example, the 1IS Nimbda worm)
» Wide open default configurations such as null passwords, write permissions to all by default,

and so forth

The Java System Web Server installation does not set any default or null passwords that could be
used to access the server. The administration server password must be selected by the user during
installation. A Java System Web Server installation only includes static text as default pages, no
dynamic content (such as CGlI scripts) is included. This greatly reduces the likelihood of exploitable

bugs in default installations.
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Chapter 4

Deployment Security

No server exists as an isolated system, therefore, even though the server security is critical, it is

equally important to consider the overall environment in which it is deployed. This is a vast topic
that covers all the networks, protocols, operating systems, and hardware surrounding the server
installation. This section will only touch on a few aspects directly related to the Java System Web

Server deployment.

Running in chroot Environments

Running in a chroot environment provides an extra line of defense. If the server is somehow
compromised and the attacker gains access to executing arbitrary code on the host 0S, it still
cannot access any file system areas outside of the Java System Web Server space, greatly limiting the
opportunity for further damage. Refer to the documentation® for details on setting up a chroot

environment for the Java System Web Server.

Multiplatform Benefits

The Java System Web Server supports multiple platforms. In terms of security, this provides benefits
such as being able to do testing and development on common desktop systems, while still deploying
onto enterprise-grade Sun servers which are far less likely to fall for common viruses, worms and

other attacks.

11.docs.sun.com/docs/manuals/enterprise/60sp1/ag/esecurty.htm#16925
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Also, several papers have been written on the security resilience of diverse systems. If a
server farm contains a variety of system types, an exploit that takes down any one of them will
usually have no effect on the others. Therefore, graceful degradation of service is achieved. The
multiplatform nature of the Java System Web Server permits this type of installation; it would not be

possible with single-platform Web servers.
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Chapter 5

Web Application Security

In the past, most Web content was static. Today, a large amount, if not most, of the content
served by Web servers is dynamically generated from various data sources as needed. This means
that more and more application code is executed directly or indirectly by the Web server as a
result of client requests, often with parameters coming from the client itself. Inevitably, this leads
to numerous security problems as attackers attempt to find and exploit bugs in the Web application
code in order to gain access to the Web server or OS. Witness the numerous attacks against all
types of CGl scripts; while not an inherent weakness of the CGI model, such attacks take advantage
of common errors typical of the various languages often used for CGI scripts.

While the Java System Web Server certainly supports CGl scripts, it also provides a full-featured
Java™ Servlet and JavaServer Pages™ (JSP™) engine. By its nature, the Java language offers significantly
improved resistance against memory corruption and other overflow problems typical of C or Perl
CGl scripts. The Java System Web Server Web container separates individual Web applications into

independent class-loader spaces, providing some further separation between each application.
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Chapter 6

Administration Security

The administration server is an independent Java System Web Server instance dedicated to
administration. As such, all access control capabilities described previously are available for
controlling access to administration functionality.

The administration server always runs on the same host as the instance(s) that it manages.
Therefore, all communication between the administration server and the managed instances is
always local and not susceptible to network snooping or masquerading.

Remote access to the administration server is done from the client browser. By default, HTTP
Basic authentication is always required. For more secure installations, the administration server
can be configured to use SSL in order to protect the communication over the wire. All of the user
authentication and access control capabilities of the Java System Web Server are available to control

and limit administration functionality as well.

Special Administration Access Controls

The functionality provided by the administration server is categorized into program groups. Access
to the various program groups can be granted or denied for specific users. The program groups are
defined along the lines of the main administration server screen groups: Servers, Preferences,
Global Settings, Users & Groups, Security, and Cluster Management.

Furthermore, within each program group, individual pages can be restricted or allowed. These
capabilities mean that it is possible to define various administrator users and carefully tailor the

exact capabilities granted to each one.
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Chapter 7

Tested Security

As mentioned previously, Java System Web Server code is audited and peer-reviewed in order to identify

and correct as many potential security problems as possible before the product ships to customers.
Whether discovered internally or in the field, test cases are added for all security bugs into

the Java System Web Server QA process in order to help guarantee that there will be no regressions in

the future.
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Chapter 8

Track Record

A search of the CERT alert database shows only a few security bugs for the Java System Web Server.
As a point of comparison, both Microsoft 1IS and Apache have more security alerts listed.

The stability and uptime record of the Java System Web Server is also quite impressive, with major
sites such as CNN.com experiencing excellent availability during the most demanding times, such
as the 2000 election coverage and the September 2001 terrorist attacks. In September 2001 alone,
CNN had over 24.5 million unique users go to their site for up to the minute news coverage. In
addition, four of the top five news Web sites are hosted on the Java System Web Server.

Of course, security robustness is only one of the many factors contributing to the stability
record of the Java System Web Server. However, a quick look at the extensive downtime suffered by
hundreds of Microsoft IIS sites due to the numerous exploits against that product should be an

indicator as to the overall importance of a strong security package.

12.www.kb.cert.org/vuls/html/search
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