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Introduction

This technical integration guide documents how to integrate Nortel VPN Router CES1700D (Contivity) and Entrust
IdentityGuard 8.0. The aim of this integration is to provide strong, second-factor authentication to your Nortel VPN
solutions using Entrust IdentityGuard.

Entrust IdentityGuard can help increase the security of online identities and significantly improve an organization’s
resistance to identity theft attacks such as phishing. It addresses the real-world demands of strong authentication,
making it easier to use while helping to reduce deployment and management costs.

The integration of Entrust IdentityGuard and a Nortel VPN solution requires a RADIUS server that supports
challenge-response, an integral part of the RADIUS standard. To illustrate this integration, this document uses the
Funk Steel-belted RADIUS server. You can use any RADIUS server that supports the RADIUS challenge response
message.

This integration works with both Entrust IdentityGuard grid values and temporary PINs. For more information on
using Entrust IdentityGuard 8.0, refer to the Entrust IdentityGuard Administration Guide.

Integration information

Partner name: Nortel Networks

Product name: Nortel VPN Router CES1700D (Contivity)

Product version: VO5_05.117

Partner name: Funk Software Inc.

Product name: Steel-belted RADIUS Server

Product version: 4.71.739

Check the Platform Support and Integration Center for the latest supported version information at:

https://www.entrust.com/support/psic/index.cfm

Prerequisites

This guide does not include instructions on the installation and configuration of the individual products used. It
focuses on the configuration of the products to integrate them. Please see individual product documentation for full
installation and configuration instructions.

Before you start

Before configuring your authentication system to work with Entrust IdentityGuard, do the following:

o Make sure the target computer has either Windows 2000 Server or Windows 2003 Server with Domain
Controller and Active Directory installed on it.

e Create a security group within Active Directory where you will create end users in a group called I1G.

e If you decide to install the Steel-belted RADIUS Server on a regular domain computer, create a user account for
that server within Active Directory.

o Install the Steel-belted RADIUS server, using the instructions provided by Funk Software.

© Copyright 2005 Entrust. http://lwww.entrust.com
All rights reserved. -1-


https://www.entrust.com/support/psic/index.cfm

Configuration includes:

¢ ‘“Installing and configuring Entrust IdentityGuard”
e “Configuring the RADIUS server”

e “Configuring the Nortel VPN Router (Contivity)”

Installing and configuring Entrust IdentityGuard

Install the Entrust IdentityGuard 8.0 server. If you want to configure your VPN and RADIUS servers to recognize
Entrust IdentityGuard user groups, you must define the groups first. See the Entrust IdentityGuard Installation and
Configuration Guide.

If you want to display card serial numbers back to the card user during authentication, follow the instructions in the
table under “Configuring the Entrust IdentityGuard RADIUS Proxy properties” in the Technical Integration Guide for
Entrust IdentityGuard 8.0 and VPN Router/RADIUS Server.

You must install the Entrust IdentityGuard RADIUS Proxy and configure it to communicate with your VPN and
RADIUS servers before you begin the procedures in this guide. Follow the instructions under “Configuring the
Entrust IdentityGuard RADIUS Proxy” in the Technical Integration Guide for Entrust IdentityGuard 8.0 and VPN
Router/RADIUS Server.

During Entrust IdentityGuard installation, take note of the shared secrets, IP addresses, and ports you used. You
need these to configure your VPN and RADIUS servers.

RADIUS Integration overview

Remote Authentication Dial-In User Service (RADIUS) is an industry standard authentication protocol. RADIUS
authenticates users through a series of communications between RADIUS clients and the RADIUS server. A
RADIUS client passes information about a user to a designated RADIUS server and then acts on the response that
the RADIUS server returns. Transactions between the RADIUS client and the RADIUS server are authenticated
through a shared secret, which is never sent over the network. Many networks use RADIUS to centralize and
coordinate VPN authentication. (For more information on the RADIUS Protocol see RFC 2865, Remote
Authentication Dial in User Service.)

This integration guide documents how to use the combination of Nortel VPN 3000 Series Concentrator server and
the Funk Software Steel-belted RADIUS server with Entrust IdentityGuard. If you are using another RADIUS server,
the steps are similar.

If you configure your remote access gateway (IPSec or SSL) to use an existing RADIUS server for configuration,
the Entrust IdentityGuard RADIUS Proxy lets you add Entrust IdentityGuard for second factor authentication. The
proxy sends the authentication request to the existing RADIUS server to perform primary authentication and then it
adds an Entrust IdentityGuard authentication step. Users that do not exist in Entrust IdentityGuard are authenticated
by the primary authentication mechanism only.

In a normal VPN and RADIUS implementation, the VPN server communicates with the VPN client and with the
RADIUS server, while the RADIUS server communicates directly with the VPN server. When you integrate with
Entrust IdentityGuard, the Entrust IdentityGuard RADIUS Proxy intercepts messages between the VPN server and
RADIUS server, as shown below in Figure 1.

Authentication with Entrust IdentityGuard follows these steps:
1. The VPN server sends an authentication request to the Entrust IdentityGuard RADIUS Proxy.
2. The proxy forwards the request to the RADIUS server.

3. How the RADIUS server responds to the proxy determines the next steps:

© Copyright 2005 Entrust. http://lwww.entrust.com
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e If the RADIUS server sends a reject message, the proxy forwards it unchanged to the VPN server.

o |f the RADIUS server sends an accept message, the proxy keeps the message and requests a challenge
from the Entrust IdentityGuard server and sends the challenge to the VPN server (which in turn forwards
this to the VPN client). The challenge requires a PIN or a response from a user’s card.

4. The VPN server sends the user’s response to the challenge back to the proxy.
The proxy forwards the response to the Entrust IdentityGuard server.

The Entrust IdentityGuard server authenticates the response (or not) and the proxy sends an accept or reject
message to the VPN server.

7. An accept message indicates the user has now passed second factor authentication.

Figure 1: Overview of Entrust IdentityGuard 8.0 integrated with a VPN and RADIUS server.

Entrust IdentityGuard server

HTTPS (wraps ldentityGuard(Auth/SOAR)

'

VPN server 5| ldentityGuard RADIUS Proxy

RADIUS server

VPN client

Integration details

The following example use the administration interfaces of the Nortel VPN Router CES1700D (Contivity) and the
Funk Software Steel-belted RADIUS server to first configure a RADIUS and VPN server, then to integrate Entrust
IdentityGuard with them.

Configuring the RADIUS server

These instructions assume you have already installed Entrust IdentityGuard 8.0 and configured the Entrust
IdentityGuard RADIUS Proxy to work with your VPN and RADIUS servers, and you may have associated different
groups of users with different RADIUS servers.

To configure the RADIUS server

These instructions describe how to configure a RADIUS server. Later you can modify your RADIUS configuration to
use the Entrust IdentityGuard RADIUS Proxy. (See “Solution Configuration with Entrust IdentityGuard 8.0.")

1. Log in to the RADIUS server as administrator. The following window appears.

© Copyright 2005 Entrust. http://www.entrust.com
All rights reserved. -3-



7 Steel-Belted Radius Administrator - IEIlEl

File Web Help

— Badiuz zerver zelection
* Servers Cal Cornect
RS Clients & Local [ Lomect |
; € Remote _ Discormest |
FETE
Frafiles Status:
Framy Mot connected

|F'Fanlz
[P Pools

AEness

~
-~
-~
-
! Turnels
-
-
-
-

Earfiguratiamn

= Statistics

2. Click Connect. The following administration window appears.
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I
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B
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3. To configure the IP Pool, select IP Pools in the left-hand options list and click Add. The Add New IP Address
Pool dialog box appears.

© Copyright 2005 Entrust. http://lwww.entrust.com
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Add Mew IP Address Pool

Poal narme: I [

[ Cancel

4. Enter the name of the IP address. For this example, use the name IG. Click OK.

5. In the administration window, click Ins. The Add New IP Address Range dialog box reappears.

Add New IP Address Range x|

Starting address: I

MHumber of addreszes: I

Add Cloze

6. Enter a value for Starting address and Number of addresses. Click Add.
Next, configure the RAS client. Select RAS Clients in the left-hand options list on the administration window.

8. Click Add. The Add New RAS Client dialog box appears.

Add New RAS Client

x|

Client name: I

[T Ay BAS client

| [ I Cancel

9. Enter a client name for the Nortel VPN Router and click OK. The Nortel VPN Router name now appears in the

Client name field on the administration window.
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10. In the IP address field, enter the IP address for Nortel VPN Router (Contivity).

11. In the Make/model field, select Nortel Contivity Extranet Switch from the drop-down list.

12. Click Edit authentication shared secret. The following dialog box appears.

Enter shared secret |

Enter shared zecret; Ientrust

¥ Unmask shared secret

Set W alidate | Cancel

13. Enter the shared secret, and click Set.
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14. In the administration window, select the pool hame you set in Step 5 from the IP address pool drop-down list.

15. Configure a new profile. In the administration window, select Profiles in the left-hand options list and click Add.
The Add New Profile dialog box appears.

Add New Profile 5'

Prafile name: ||

)% I Cancel

16. Enter the name of the new profile and click OK.

17. In the administration window, select Users in the left-hand options list to begin configuring user mapping. Click
Add. The Add New Profile dialog box appears.

© Copyright 2005 Entrust. http://lwww.entrust.com
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Add Mew Profile x|
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K I Cancel

18. Enter the new user profile name and click OK.
19. In the administration window, select Users again in the left-hand options list and click Add. The Add New User
dialog box appears.

Add New Liser x|
M SecurlD
Damainz: Ilzerz and groups:

&8 Cert Publishers -
4 Dnz)pdateProwy
&8 Domain Admins
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&3 Domain U zers

&8 E nbterprize Admins

dfR Group Palicy Creator Dwiers

Vi 1'_I
e

k. Cancel Refresh |

20. In the left pane, select the domain you want to add the user or group to, and then select the user or group in the
right pane. Click OK.

21. Map the user group by selecting the target profile (such as IG).

http://lwww.entrust.com
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22. Lastly, configure the authentication method. In the administration window, select Configuration in the left-hand
options list.

23. Under Authentication methods, arrange the methods in the correct order using the up and down arrow keys.

24. Click Save to save all configurations.

Configuring the Nortel VPN Router (Contivity)

IPSec tunnels require that you establish a secure session before exchanging any data. To establish such a session,
a pre-shared key is required. You cannot use the client's user name and password to set up the tunnel since the
user ID and password are unknown. (These are stored on the Active Directory, to which the external RADIUS
server points.) To overcome this problem, use the Group ID and shared password (configured on both Contivity and
the client) to create a secure session.

Contivity can securely pass the user name and password to the authentication server. In this way, Contivity
establishes the secure tunnel with the client.

e |t uses the Group ID to bind the tunnel to a particular group and the password as a pre-shared key.

e Once the tunnel is established, Contivity verifies the client's user name and password against the external
RADIUS server (which points to the Active Directory).

o If RADIUS accepts the authentication, Contivity establishes the tunnel and the user can send and receive data.
o If RADIUS rejects the authentication, Contivity brings the tunnel down.

The following instructions describe how to modify your VPN configuration to use the Entrust IdentityGuard RADIUS
Proxy. They assume you have already configured the Entrust IdentityGuard RADIUS Proxy to work with your VPN

© Copyright 2005 Entrust. http://lwww.entrust.com
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and RADIUS servers, and may have associated different groups of users with different RADIUS servers. See the
Technical Integration Guide for Entrust IdentityGuard 8.0 and VPN Router/RADIUS Server for details.

To configure group authentication
1. Open the Contivity VPN administration interface.

SERV

SGROURPS 4|_ Groups

FILTERS Base/lGMartelGroup
HOURS

ROUT
Delete

FROFILES

NETHITR IS fBaseMativellsers Edit| Delets
e BaseMotelACS Edit| DCelets
BRANCH OFFICE
CLIENT POLICY .-"EFEISE.-"TEH"IFI Edit Cielete
Add

2. Inthe left-hand pane, select Profiles > Groups and click Add to add a new VPN group.

ROUTIME
FILTERS

QRS
FROFILES 1L Group Hame iIG

NE T

Parent Group leiase ;!
H OFFICE

STATUS

CLIENT POLICY
HELF 0] I Applyl Cancel |

3. Enter a name in the Group Name field (for example, 1G).

4. Select a parent group in the Parent Group drop-down list and click OK.

© Copyright 2005 Entrust. http://lwww.entrust.com
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SROUPS 4|_ Grﬂup 3

USERS

FILTERS
HOURS Group Actions
HETWIORKS

FROFILES

/Base Edit
ADMIN Jidesll
crarns RS /Biase/Entrust CA Edit| Delete
~ CLIENT POLICY
o BazellG Edit] Delete

5. The previous window appears. Locate the group name you just added (in this case /Base/IG) and click Edit.

IPsec

Configure |

6. Under IPsec, click Configure.

Group Level Radius Settings
v Primary 192 168.1.40 Alternate 1 not configured Alternate
Configure Group Level RADIUS Servers

Authentication
* Hadius and LDAP Proxy Authentication

Group 10 and Passward
Maote: Required far all groups using RADIUS or LDAP Prosxy authenticatior

Group 1D iIG
Group Password ;
Group Confirm Fassword i‘*"’“’“‘“’“’“""“""“"““’“’“"‘"

Authentication Twpe (select one)
¥ User Mame and Password (Radius and Ldap Proxy)

7. Under Radius and LDAP Proxy Authentication, enter the group name and group password. Confirm the
password.

8. Select User Name and Password as the authentication type.

9. Click OK to save the configuration.

To configure the RADIUS server connection
1. Open the Contivity administration interface.

2. Inthe left-hand pane, click Servers > Radius Auth.

© Copyright 2005 Entrust. http://lwww.entrust.com
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RADIUS Authentication

v Enable Access to RADIUS Authentication

| i Remove Suffix from User 1D (e g jsmith@nortelnetworks.com) (Does not work with MSCHAPYZ)
Delimiter \f"alue=1@

| i Remove Prefix fram User ID (e.g. domaintjsmith) (Does not work with MSCHAPYZ)

Delimiter \f’alue=1\

| i Errar Code Pass Thru Enable (optional)

RADIUS Users Obtain Default Settings from the Graup ].-’BﬂSEﬂG _'_i

Server-Supported Authentication Options

Enabled Type Description
I CHALLEMGE Challenge/Response Token Cards
| | RESFONSE Response Only Token Cards
r MS-CHAP-2 MECHAPYZ - Microsoft encrypted CHAPR. Version 2
= ME-CHAR MSCHAR - Micrns.oﬂ encrypted CHAF‘.. Yargian 1 _ .
™ RFC-2548 { Microsoft Wendor-specific RADIUS Attributes § compliant
v CHAF CHAF - Challenge Handshake Authentication Protocal.
NQRTEL Iv PAP PAP - Passward Authentication Protocal.

NETWORKS

At the top of the window, select Enable Access to RADIUS Authentication.

4. Inthe RADIUS Users Obtain Default Settings from the Group drop-down list, select the group you created
earlier (for example, /Base/IG).

5. Under Server Supported Authentication Options, select Enabled for the CHAP and PAP options only.
RADIUS Servers

Enahled Senver Hest Neme or ik Interface Status Port Secret pnREn
Address Secret

:  Private (192.168.1.11)
M Primary  [192.168130 Corfigured 1812 | |
€ Public [104121243 7]

¥ Private (192.168.1.11)

r Altarnate 1 | i Mot Configured [1645 [ [
" Public ]10.4.121.243 '1

¥ Private (192 165.1.11)

u Alternate 2 | ) Mot Configured [1645 [ [
" Public ]10.4.121.243 '1

Response Timeout Interval |3 {geconds)

Maximum Transmit Attempts |3

6. Inthe RADIUS Servers section of the window, do the following:

© Copyright 2005 Entrust. http://lwww.entrust.com
All rights reserved. -12 -



Select Enabled for the primary server.

In the Host Name or IP Address field of the primary server, enter the DNS or IP address of the Entrust
IdentityGuard RADIUS Proxy.

In the Port field of the primary server, enter the port number of the RADIUS server where the Entrust
IdentityGuard RADIUS Proxy sends requests. (The default Entrust IdentityGuard port is 1812 but this may vary
depending on your proxy configurations. See “To configure multiple groups to work with Entrust IdentityGuard”
below.)

In the Secret and Confirm Secret fields, enter and confirm the shared secret for the RADIUS server.
7. Click OK to save the configuration.

8. In the left-hand menu pane, click Profiles > Groups and find the group you added earlier.

9. Under Actions, click Edit.

IPsec

Configure |

10. Under IPsec, click Configure.

EGruup Level Radius Settings
v Primary 192.168.1.40 Alternate 1 not configured Alternate 2 not configured
Configure Group Level BADILIS Servers

11. Under Group Level Radius Settings, select the Primary option, and click the Configure Group Level
RADIUS Servers link. Scroll down to the following section of the window that appears.

RADIUS Servers

Enahled Senver Hest Heme pr it Interface Status Port Secret anfm
Address Secret

:  Private (192.168.1.11) - ;
M Primary  [192.168.1.30 _ Configured [ta12 | |
 Public 104121243 =]

* Private (192.1658.1.11)

o Alterrate 1 | Mot Configured |1E45 [ I
" Public |1D.4.121.243 vi

¥ Private (192.168.1.11)

[ Altarnate 2 | Mot Configured |1E45 [ |
" Public |1D.4.121.243 'i

Response Timeout Intenval IS [secaonds)

Maximum Transmit Attempts I3

12. Ensure that the RADIUS server information is correct.

13. Click OK to save the configuration.

© Copyright 2005 Entrust. http://lwww.entrust.com
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Configuration for Entrust IdentityGuard 8.0

This section explains how to easily configure your RADIUS server and VPN server configurations to use the Entrust
IdentityGuard RADIUS Proxy.

To configure the RADIUS connection to Entrust IdentityGuard RADIUS Proxy
1. Start the Funk RADIUS server administrator interface and click Connect.

2. From the left-hand options, select RAS Clients. The following window appears.

: =10l x|

<~ Steel-Belted Radius Global Enterprise Edition (FUNK)
File ‘Web Help

" Servers Clientname:  [NORTEL CONTRATY | Add
OF P address: |1E|2.1EE=.1.'I1 Femove |
. — :
Makesmodel: INDrtEI Contivity Extranst Switch j
" Profiles
o Yendar Info |
T Tunnels Edit authentication zhared secret .. |
" IP Pool: [~ Uze different shared secret for accounting
" 1P Pools Editaccounting shared secret |
" Acoess

¥ Assume down if no keepalive

" Canfiguration packets after [zeconds); |3EI

" Statistics

IP addresz pool: IIG j
Save |

Hezet

3. Inthe Client name field, select the previously configured client Nortel Contivity.
4. Change the IP address to point to the Entrust IdentityGuard RADIUS Proxy instead of the Nortel VPN Router.

5. Click Save to save the changes.

To configure the VPN connection to Entrust IdentityGuard RADIUS Proxy
1. Open the Contivity administration interface.

2. Inthe left-hand pane, click Servers > Radius Auth.

© Copyright 2005 Entrust. http://lwww.entrust.com
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RADIUS Servers

Enabled Server Host Hame ae b Interface Status Port Secret Laniien
Address Secret

 Private (192.168.1.11)

v Primar 192.168.7.40 Configured 182
v  Public [104121243 =] - | ! |

¥ Private (192.168.1.11)

I Altemate 1 | i Mot Canfigured |1645 [ I
" Public !10.4.121.243 'i

 Private (192.168.1.11)

[~ Alternate 2 | Mot Configured |1645 [ |
" Public !10.4.121.243 vi

Response Timeout Interval |3 {seconds)

Maximum Transmit Attempts |3

3. Inthe RADIUS Servers section of the window, do the following:

e Inthe Host Name or IP Address field of the primary server, enter the DNS or IP address of the Entrust
IdentityGuard RADIUS Proxy.

¢ Inthe Port field of the primary server, enter the port number of the RADIUS server where the Entrust
IdentityGuard RADIUS Proxy sends requests. (The default Entrust IdentityGuard port is 1812 but this may vary
depending on your proxy configurations. See “To configure multiple groups to work with Entrust IdentityGuard”
below.)

¢ Inthe Secret and Confirm Secret fields, enter and confirm the shared secret for the RADIUS server.
4. Click OK to save the configuration change.

In the left-hand pane, select Profiles > Group and find the applicable group (for example, /Base/IG).

) S , Ei TE r:.-1. - G rou p s

USERS

HOURS Group Actions

NETWORKS 5
s, ol Base Edit
DOMAINS —
BRANCH OFFICE /Base/Entrust CA Edit| Delete
CLIENT POLICY
/BasellG Edit] Delete
6. Under Actions, click Edit.
IPsec
Configure |
© Copyright 2005 Entrust. http://lwww.entrust.com
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7. Under IPsec, click Configure.

iGruuupu Level Radius Settings
¥ Primary 192.168.1.40 Alternate 1 not configured Alternate 2 not configured
Configure Group Level BRADIUS Servers

8. Under Group Level Radius Settings, select Primary and click the Configure Group Level RADIUS Servers
link. Scroll down to the following section of the window that appears.

RADIUS Servers

Enabled Server Hostiams ordk Interface Status Port Secret Eonilim
Address Secret

_ * Private (192.168.1.11) r :
W Primary  [192.168.1.40 _ Caonfigured [1812 | |
 Public [10.4121.243 ]

* Private (192.168.1.11)

™ Alemate1 | i Mot Configured |1645 [ |
" Public !10.4.121.243 Vi

¥ Private (192.168.1.11)

| | Alternate 2 | i Mot Configured |1645 [ |
" Public !10.4.121.243 vi

Response Timeout Interval |3 (seconds)

Maximum Transmit Attempts |3

9. Ensure that the RADIUS server information is correct.

10. Click OK to save the configuration.

To configure multiple groups to work with Entrust IdentityGuard

You can take advantage of the Entrust IdentityGuard multiple groups feature to organize users into different groups
for authentication purposes. For example, assume you have already defined two groups of users in Entrust
IdentityGuard and have already configured the Entrust IdentityGuard RADIUS Proxy to associate those groups with
specific RADIUS ports (for example, 1812 and 1813).

In a previous section, you created a VPN server configuration for a group named IG that uses RADIUS port 1812.
Follow the same steps to create a VPN server configuration for another group. But, when it comes to setting a
RADIUS port, enter the port number (such as 1813) you assigned to the second group when you configured the
Entrust IdentityGuard RADIUS Proxy.

The VPN group names and the group names specified in the Entrust IdentityGuard RADIUS Proxy do not have to
match (though matching names may be less confusing). You associate VPN server groups with Entrust
IdentityGuard groups using a specific RADIUS server port number.
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Testing the configuration with Entrust IdentityGuard 8.0
1. Start the Contivity VPN Client.

KT Contivity ¥PN Client 2| x|
File Edit Options Help

Connection I“3 j

' Dezcription I

NEIRTEL
MNETWORKS

Dijal-up I[N ane] j ﬁl

Uzer Mame IIGFunkLI el

Contivity
VPN
Client

Pazsword Ixxxxxxxxm1

[T Save Pazswaord

Destination [10.4.121.243

Caonhect I Cloze Save

2. Inthe Contivity VPN Client dialog box, enter the user name and password and click Connect. If the
configuration is correctly set up, the Entrust IdentityGuard Token Security Challenge dialog box appears.

Token Security Challenge el

Token Securty Challenge Infarmation;

Enter the rezponsze for ldentityGuard challenae [£3] [B5] [14] ﬂ

-
4 k

E nter the requested B ezponze infarmation below:

Besponse |’”1

k. I Cancel

3. Enter the challenge response in the Response field as a string without spaces or punctuation and click OK.
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Security Banner il

W eloome to the Acme netwark,

Cancel |

4. When the Security Banner dialog box appears, click OK.

Contivity ¥PN Client Xl

|L‘1 Contiviby WPH Connection Establizhed.

To Dizconnect or monitor the connection,
click on the Contivity WP Client icon
an the right zide of the Tazkbar.

[T Do not show this message in the fubure

5. If the above dialog box appears, it confirms the connection is set properly. Click OK.

Once you complete and test the configuration of your VPN and RADIUS servers as described above, your system is
integrated to work with Entrust Identity Guard. You can configure other VPN and RADIUS servers as needed.
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